
OCEAN SYSTEMS TECHNICS 
(ANALYST/MAI NT AINE 

MODULE 1 
THE OT RATING 

NAVEDTRA 052-01-45-83 




Although the words "he," "him," and "h 
are used sparingly in this manual to enhance cc 
munication, they are not intended to be gen 
driven nor to affront or discriminate agai 
anyone reading Ocean Systems Technician 3 d 
Module 1, The OT Rating, NAVEDT] 
052-01-45-83. 



PREFACE 



This Rate Training Module and Nonresident Career Course ( 
a self-study package that will enable Ocean Systems Technii 
themselves fulfill the requirements of their rating. 

Designed for individual study and not formal classroom ins 
Module provides subject matter that relates directly to the occup; 
ards of the OT rating. The NRCC provides a way of satisfying the 
for completing the Module. The assignment in the NRCC incl 
objectives and supporting questions designed to lead the studen 
Module. 

Special appreciation is expressed to the Chief of Nava 
(OP-951F) and Commander, Oceanographic System Atlantic, 
tributions to the development of this module. 
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THE UNITED STATES N 



GUARDIAN OF OUR COUNTR1 

The United States Navy is responsible for maintaining cc 
sea and is a ready force on watch at home and overseas 
strong action to preserve the peace or of instant offensi 
win in war. 

It is upon the maintenance of this control that our count 
future depends; the United States Navy exists to make it 



WE SERVE WITH HONOR 

Tradition, valor, and victory are the Navy's heritage from 
these may be added dedication, discipline, and' vigil 
watchwords of the present and the future. 

At home or on distant stations we serve with pride, conl 
respect of our country, our shipmates, and our families. 

Our responsibilities sober us; our adversities strengthen us 

Service to God and Country is our special privilege. W 
honor. 



THE FUTURE OF THE NAVY 
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1 . The Ocean Systems Technician 

2. Security 

INDEX 

Nonresident Career Course follows Index 
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Module 2 Physics of Sound, NAVEDTRA 052-02-45-81 

This module provides information about sound travel through water and its 
effect on Lofar. Currently available. 

Module 3 Analysis, NAVEDTRA 052-03-45-81 

This module provides training in basic Lofar Analysis, origins of detectable sound 
sources, and propulsion systems and signatures. Currently available. 

Module 4 Title Omitted, NAVEDTRA 052-04-45-81 

This module provides specific information on acoustic contacts including sound 
sources and characteristics. Currently available. 

Module 5 Contact Handling, NAVEDTRA 052-05-45-83 

This module describes methods of contact classification, plotting and positioning 
and reporting requirements. Currently available. 

Module 6 Operator Maintenance, NAVEDTRA 052-06-45-82 

This module provides information on the routine maintenance conducted by 
operators on assigned equipments. Currently available. 

Module 7 Improved SOSUS Equipment (ISE), NAVEDTRA 052-07-45-XX 

This module will provide information on the operational characteristics of the 
various (ISE) systems. Availability to be announced. 

MAINTAINER 

" ' 7 The OT Rating, NAVEDTRA 052-01 -45-83 

nodule reviews the career paths available to "OT" personnel and security 
ns applicable to the rating. 

2 General Maintenance, NAVEDTRA 062-02-45-82 

nodule provides information on the use of publications, station drawings, 
matics, modular construction and soldering. Currently available. 

? Equipment Maintenance, NAVEDTRA 062-03-45-82 

nodule provides information on the various AN/FQQ front ends, a walk 
af a typical system, special purpose test equipment. Recorder/Reproducer 
I-31V(2) and PMS. Currently available. 

i Improved SOSUS Equipment (ISE), NAVEDTRA 062-04-45-XX 

nodule will provide information on the inter-relationship of the various ISE 
nd operational characteristics of both government-furnished and contractor- 
I equipment. Availability to be announced. 

i Administration and Supply, NAVEDTRA 062-05-45-82 

nodule provides information on Electronics Administration and Supply. The 
ration portion covers maintenance of logs and records, and the relationship 
al organization at the division level. The Supply portion describes ordering 
nventory of equipment and COSBAL. Currently available. 



THE OCEAN SYSTEMS TECHNICIAN 



As an Ocean Systems Technician, you are 
in one of the most demanding, yet personally 
satisfying, ratings in the Navy. The rating is 
demanding because you will spend long hours 
standing watch and will be required to undergo 
rigorous training programs designed to make you 
a highly trained professional. The rating is 
satisfying because you will operate or maintain 
some of the most sophisticated equipment in the 
world. 

This rate training manual (RTM) has been 
prepared in modular format for personnel who 
are studying for advancement to Ocean Systems 
Technician (OT) third- and second-class petty 
officer. This RTM consists of one common 
module for both Analysts (formerly called 
Operators) and Maintainers (Module 1), six 
modules for Analysts (Modules 2 through 7), and 
four modules for Maintainers (Modules 2 through 
5). See page iv of this module for a description 
of module contents. 

The contents of this RTM are based on the 
occupational standards for the OT rating which 
are outlined in the Manual of Naval Enlisted 
Manpower and Personnel Classifications and 
Occupational Standards, NAVPERS 18068D, 
Section I. 

Occupational standards are developed from 
studies of the tasks actually performed by OTs 
while on the job. From these studies, statements 
are written defining each task. Each occupational 
standard is assigned a number to identify it. For 
example, OT (Maintainer) occupational standard 
14130 for third class states: "Isolate system 
casualties to replaceable cards, subassemblies or 
assemblies." Therefore, one of the modules for 
Maintainers will contain information on the repair 
and replacement of electronic circuits and 
subassemblies. Figure 1-1 is a partial listing of the 
occupational standards for OT (Maintainer) third 

rlass. 



assignments, training, and professional qualifica- 
tions. You should study this module thoroughly 
because it will help you to understand the Navy 
advancement system and the OT rating. 



THE ENLISTED RATING 
STRUCTURE 

Petty Officers (E-4 to E-9) and designated 
strikers belong to a rating. Ratings are divided into 
two categories: general ratings and service ratings. 

GENERAL RATINGS 

A general rating is a broad occupational 
field (a group of jobs) that requires the same 
general qualifications and includes similar duties. 
Boatswain's Mate, Quartermaster, and Store- 
keeper are examples of a general rating. Each 
rating has its own rating badge. 

SERVICE RATINGS 

If there is a need to divide a general rating 
into subdivisions for reasons of training or assign- 
ment of the personnel who have received special 
training, a service rating is used. Service ratings 
indicate specialties within a general rating. For 
example, Ocean Systems Technician is a general 
rating, but Ocean Systems Technicians are divided 
into two service ratings: Analysts and Main- 
tainers. 

Service ratings are not identified by special 
rating badges, but use the rating badge of the 
general rating they are a part of. 

Service ratings may be established within a 
general rating at any paygrade and may extend 
to anv other oaverade. For examnle. the OT ratine 



14067 SOLDER ELECTRICAL CONNECTIONS 

14130 ISOLATE SYSTEM CASUALTIES TO REPLACEABLE CARDS, 
SUBASSEMBLIES OR ASSEMBLIES 

14209 PERFORM DISTRIBUTION PATCHING AND SYSTEMS SWITCHING 

14959 PERFORM PREVENTIVE MAINTENANCE 

14967 PERFORM SYSTEM PERFORMANCE AND QUALITATIVE TESTS 

14969 TEST FOR SHORT CIRCUITS, GROUNDS AND CONTINUITY OF INTERCON- 
NECTING CABLES BETWEEN COMPONENTS OF ELECTRONIC EQUIP- 
MENT 

14.ELECTRIC.AL_MAI_NTENA_NCE 

24417 REPLACE ELECTRICAL CIRCUIT PROTECTIVE DEVICES 

24424 MEASURE CURRENT, VOLTAGE AND RESISTANCE 

24527 PERFORM PROCEDURES FOR SWITCHING FROM PRIMARY TO ALTER- 
NATE POWER SOURCES 

24529 PERFORM PREVENTIVE MAINTENANCE 



" 1 - 1 A partial list of occupational standards. 



THE OCEAN SYSTEMS 
TECHNICIAN RATING 

The OT rating was initially a general rating 
from Ocean Systems Technician striker to Ocean 
Systems Technician Master Chief. As originally 
conceived, OTs were responsible for both 
operating and maintaining the sonar equipment 
at the naval facilities or NAVFACs. However, 
because of the enormous complexity of the equip- 
ment and the depth of knowledge required to 
operate and maintain it, most OTs spent their 
careers either as Operators or Maintainers. 

The term "Ooerator." however, was 



In 1982 the decision was made to form 
split the OT rating into two service ratii 
Analysts and Maintainers, from design; 
striker through E-8, and a general rating at 
E-9 level. 

ARMED SERVICES VOCATIONAL 
APTITUDE BATTERY 

When you first entered the Navy, you v 
given an Armed Services Vocational Aptit 
Battery (ASVAB) test that showed your b 
skills and knowledges at that time. You v 
qualified by your test scores to strike for 
Oceans Svst.ems TerhniHan ratino 



There are many different NECs that describe 
specific skills within the OT rating. If you qualify 
in a field outside your rating, such as a Navy 
Recruiter, NEC 9585 may be assigned to you to 
show that particular skill. NECs are fully covered 
in the Navy Enlisted Manpower and Personnel 
Classifications and Occupational Standards, Sec- 
tion II, Navy Enlisted Classifications, NAVPERS 
18068, which is located in your personnel office. 



THE PERSONNEL ASSIGNMENT 
SYSTEM 

Among the many factors the Naval Military 
Personnel Command (NMPC) must consider 
when assigning personnel to various duty stations 
is whether to make an in-rate or out-of-rate 
assignment. The NMPC must consider manning 
levels and the availability of OTs. Examples of 
in-rate assignments are a billet as an OT 
instructor at the Fleet ASW Training Center 
Atlantic, Norfolk, Virginia, or assignment as an 
OT to a NAVFAC. Examples of out-pf-rate 
assignments are a billet as a company commander 
at boot camp or a recruiter at a Navy recruiting 
station. These are out-of-rate assignments for an 
OT because these billets do not specifically require 
an OT to fill them. 

Normally, all in-rate billets must be filled 
before consideration can be given to out-of-rate 
assignments. However, the needs of the Navy are 
constantly changing, and a specific need may 
override the general rules of assignment. For 
example, the Navy may urgently need recruiters 
and assign OTs to recruiting duty even though 
they are also needed to fill vacant instructor 
billets. 



THE PERSONNEL REQUISITION 
SYSTEM 

The personnel requisition system is the 



personnel to the NMPC, Washington, D.C. 
NMPC receives the requisitions and fills them. 

NMPC considers many variables when 
deciding personnel assignments. A few of these 
considerations are: the individual wishes of the 
personnel involved, the priority assigned to the 
various billets, the number of personnel required 
to fill the billets, the number of personnel 
available, and other similar factors. 

Let us take a closer look at some of these 
considerations. 

INDIVIDUAL WISHES 

You should have on file at NMPC an Enlisted 
Duty Preference form, NAVPERS 1306/63 
(figures 1-2A and 1-2B), commonly called a dream 
sheet. This form is obtainable from your person- 
nel office or career counselor. You should use this 
form to let NMPC know your next duty station 
preferences. Submit your dream sheet at least 10 
months before your projected rotation date (PRD) 
or expiration of active obligated service (EAOS). 
You will find your PRD in Column "U" of the 
Enlisted Distribution and Verification Report 
(EDVR), which is located in the personnel office. 
Complete the dream sheet as shown in Chapter 
25 of the Enlisted Transfer Manual, NAVPERS 
15909. When filling out this form, you should 
carefully consider several items, such as the type 
and location of the duty station and your eligi- 
bility for the billet. To ensure that you request 
ONLY those duty stations for which you are eligi- 
ble, talk with your career counselor who has the 
forms and the publications needed to help you 
make intelligent choices. Your counselor will also 
help you fill out the proper paperwork. You will 
lose your opportunity to make a choice if you 
request, for example, a duty station where there 
is no billet for your rating and NEC or if you have 
more dependents than the duty station allows. 

About 6 months before your PRD, it may be 
a good idea to call your detailer at NMPC. You 
can find the phone number in the magazine Link, 
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available when you are up for rotation. 



OT ROTATION 

The Navy uses a sea/shore rotation plan 
based on billet availability and availability of 
qualified personnel to meet operational require- 
ments, primarily at sea. Since the OT rating is 
unique in its function, the personnel rotation 
system commonly in use throughout the Navy is 
not used. Instead, OT personnel are rotated under 
a different system. 

The duty stations to which an OT may 
be assigned are designated as "preferred," 
"arduous" (not so preferred), and a third 
category called "other." For example, an OT 
assigned to the NAVFAC Adak, Alaska, or 
Keflavik, Iceland, aboard ship, or at isolated 
stations in the U.S., would be filling a billet at 
an "arduous" duty station. On the other hand, 
an OT assigned to a shore station in the 
continental U.S. would be assigned to a "pre- 
ferred" duty station. Duty stations overseas in 
friendly countries where English is spoken and 
base support facilities are average, but the weather 
is severe, or where distances to metropolitan areas 
are great, are listed as "other." Examples of these 
duty stations are naval facilities located in Wales, 
Newfoundland, and Nova Scotia. 

Most OT duty stations are covered under this 
system, which provide for fair rotation among the 
good and no-so-good duty stations. 

Your career counselor or personnel office has 
a current list of the duty stations that shows the 
category assigned to each duty station. 



REWARDS AND RESPONSIBILITIES 

OF ADVANCEMENT 

Advancement brings both increased respon- 
sibilities and increased rewards. This is a good 
time for you to look ahead and consider the 
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your skills and increasing your knowledge. 

The Navy also benefits by your advancement. 
Highly trained personnel are essential to the func- 
tioning of the Navy, and each advancement 
increases your value in two ways. First, you 
become more valuable as a technical specialist in 
your own rating. Second, you become more 
valuable as someone who can supervise, lead, 
train others, and make far-reaching and long- 
lasting contributions to the Navy. 

The extent of your contribution to the Navy 
depends, in a large measure, upon your will- 
ingness and ability to accept a certain amount of 
responsibility in military matters and in the 
occupational requirements of the OT rating. 

You will find that your responsibilities for 
military leadership are about the same as those 
of petty officers in other ratings. You are a 
military person first and an Ocean Systems 
Technician second. You can be assigned to 
military duties in or out of your rating. 

Material covering the military duties of petty 
officers is contained in Military Requirements for 
Petty Officer 3 & 2, NAVEDTRA 10056. 

TECHNICAL LEADERSHIP 

Your responsibilities for technical leadership 
are special to your rating and are directly 
related to the nature of your work. Your role in 
operating and/or maintaining the Navy's Sound 
Surveillance Systems (SOSUS) is a job of vital 
importance. It requires an exceptional kind of 
leadership ability that can be developed only by 
personnel who have a high degree of technical 
competence and a deep sense of personal respon- 
sibility. At this point, you should consider the 
direction and extent of your increasing respon- 
sibilities for military and technical leadership. 

Direction of Responsibility 

Your responsibilities will extend both upward 
and downward. Senior petty officers and junior 



be expected to assist in the training of lower-rated 
personnel for advancement. Some of the better- 
trained personnel will ultimately be transferred, 
and those who are inexperienced or poorly trained 
may replace them. You must use your skill and 
experience to help bring these people up to the 
level of skill of those they have replaced. 

KEEPING UP WITH NEW 

DEVELOPMENTS 

You are responsible for keeping up with new 
developments within the Navy. Practically 
everything is subject to change policies, pro- 
cedures, equipment, publications, systems, and 
so on. You must make every effort to keep 
yourself informed about all changes and new 
developments that might affect your rating or 
your work. 

Some changes will be called directly to your 
attention, but you must look for others. Try to 
develop a special kind of alertness for new infor- 
mation. Open-mindedness is especially important 
in the Ocean Systems Technician rating because 
the Navy, in an effort to keep up with modern 
advances in equipment development, is experi- 
menting constantly with new detection, process- 
ing, and tracking systems. 

WORKING WITH OTHERS 

As you advance to PO3 and then to PO2, you 
will take a greater part in planning for the train- 
ing of personnel at your station. At times, this 
training will affect a large number of personnel 
not in your division or even in your department. 
It becomes increasingly important, therefore, to 
understand the duties and responsibilities of per- 
sonnel in other ratings. The more you know about 
related ratings, the more complete and com- 
prehensive your training plans will be especially 
those whose goals require an interdivisional 
effort to achieve. 

As your responsibilities for planning with 



terms have been standardized for the purpose of 
ensuring efficient communication. When a situa- 
tion calls for standard Navy terminology, use it. 
Still another requirement for effective com- 
munication is precision in the use of technical 
terms. A command of the technical language of 
the Ocean Systems Technician rating will enable 
you to receive and convey information accurately 
and to exchange ideas with others. If you do not 
understand the precise meaning of terms used in 
connection with your work, you will be handi- 
capped when you try to read an official publica- 
tion related to that work. You will also be at a 
disadvantage when you take written examinations 
for advancement. Technical terms should always 
be used correctly. This practice is particularly 
important when you are dealing with inexpe- 
rienced people where sloppiness in the use of 
technical terms will be confusing. 

MANAGING FOR RETENTION 

Have you ever wondered why we spend long 
hours on watch or have to go into a three section 
port and starboard watch during intense opera- 
tions, or why we have such isolated duty stations? 
Let's face facts. Naval operations are not going 
to change very much in the near future. In fact, 
budget cuts will probably keep us doing the same 
job with fewer people. Therefore, retention of the 
lower-rated Ocean Systems Technicians is critical, 
so let's start directing our attention toward this 
very real problem. 

The Navy recognizes the problem and has 
instituted many new "people programs" designed 
to humanize Navy efforts by highlighting the 
individual within the group. These programs are 
designed to increase morale on a large scale with 
increased retention as the logical by-product. 

The Navy has taken great strides in improv- 
ing its living standards. The food is better, and 
even the pay has become reasonable. These things 
fulfill our basic survival and security needs, but 
they are not motivation factors. We have to look 
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effectiveness is realized when leadership tech- 
niques are based upon the following assumptions :" 

We are not by nature lazy, indifferent, 
uncooperative, or uncreative. Work is as natural 
as play or rest. 

Tight controls and threats of punishment 
are not the only means of getting us to work. We 
will exercise self-direction and self-control toward 
objectives to which we are committed. 

Each of us must have a meaningful job. 
Without meaningful work, we are bored and 
useless. 

We are growing, learning individuals who 
crave recognition. 

Most of us learn to accept and to seek 
responsibility. 

Our intellectual potentials are only 
partially used. Most of us are capable of a high 
degree of imagination, ingenuity, and creativity. 

We are sociable by nature. One of our 
basic urges is our desire to be an integral part of 
some group. We must feel that we are important, 
contributing members of the group. 

Do we, as leaders, really consider the needs 
and wishes of our subordinates? Most of us have 
preconceived ideas of what a person's needs are, 
and we manage according to those preconceived 
ideas. We try to compare a subordinate's actions 
to what we think our own actions would be under 
similar circumstances. This is entirely the wrong 
approach. In the first place, no two individuals 
are alike. We all react differently to different 
situations. Therefore, we must know and under- 
stand our people and be flexible enough to 
adjust our management techniques according to 
each individual. Flexibility is a key to successful 
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changed. If not, the strikers will become bored 
and their efficiency lowered. If it is not possible 
to change a job right away, then encourage com- 
petition among the watchstanders. Use any 
challenge you can think of to keep your people 
interested, and their performance should continue 
at a high level until the job can be changed. 

Each subordinate needs to be assigned respon- 
sibility no matter how large or small. Respon- 
sibility gives the person a greater sense of pride 
in doing a good job and receiving a "Well Done!" 
when the job is done right. 

Many of the techniques used to motivate an 
individual can also be used to motivate a group. 
Certainly, a good watch team must function as 
a group. Some watch sections are manned by 
groups and others are manned by "bunches of 
individuals." To be effective, all the efforts of 
your team must be group efforts for accom- 
plishing group goals. Competition within the 
group should be encouraged. An Analyst takes 
great pride in being the first to detect a threat con- 
tact. A Maintainer is equally proud when he 
repairs a difficult piece of gear. 

Whenever possible, group decisions should be 
encouraged. For example, during a pre-exercise 
briefing, why not ask the group for opinions? 
"How do you think we should handle this part 
of the exercise, Jones?" Listen to your subor- 
dinates and respect their opinions. They may come 
up with a good idea that you had not considered. 
All of us will work harder toward an objective 
if we take part in making the decision, because 
then we have a personal interest in the task. 

These are some of the ideas that you may use 
to improve individual and group performances. 
Certainly, there are many others. The important 
thing is that we, as leaders, must consider morale 
and retention, which go hand-in-hand and which 
are two of our most important responsibilities. 
We should occasionally examine our leadership 
techniques and keep an open mind for new and 
useful methods. The new Navy management 
trend is toward a softer approach, recognizing 



The next few years are going to be very challeng- 
ing for all of us in the naval service. Challenge 
is our lifeblood; the driving force that keeps us 
going. Without it, there is nothing. Admiral 
Halsey once said 

"There are no great men. Great men 
are just normal men who are forced 
to meet the greatest challenge." 



THE ENLISTED ADVANCEMENT 
SYSTEM 

To be eligible for advancement, you must meet 
the following requirements. 

Complete the Personnel Advancement 
Requirements, NAVPERS 1414/4, for your 
rating. 

Demonstrate knowledge of the material 
in your rate training manual by passing a 
locally prepared test or by successfully com- 
pleting the appropriate enlisted correspondence 
course. 

Meet the performance mark minimum 
announced by the Chief of Naval Personnel. 

Be in the proper path of advancement. 
This is the path that allows you to progress from 
Seaman Apprentice to Master Chief Ocean 
Systems Technician. 

9 Meet citizenship or security clearance 
requirements. To be an OT candidate, you must 
be eligible for access to classified information. 

9 Meet special or physical requirements. An 
OT candidate must have normal color perception. 

Not be involved in circumstances which 



officer. 

Successfully compete in a Navy-wide 
examination for advancement in rate to your next 
paygrade. 

WHO WILL BE ADVANCED 

Advancement is not automatic. Meeting all of 
the requirements makes you eligible, but does not 
guarantee your advancement. Some of the 
factors that determine which persons, from all of 
those qualified, will actually be advanced are: the 
score made on the advancement examination; the 
length of time in service; the performance marks 
earned; and the number of vacancies being filled 
in a given rating. Table 1-1 gives the specific 
requirements for advancement. 

Under the Navy's advancement system, each 
individual is given credit in performance, 
knowledge, and seniority. A composite, known 
as the final multiple score, is generated from these 
three factors. The final multiple scores are used 
as a basis for ranking the candidates from the 
individual with the highest score to the person with 
the lowest score. Advancement authorizations are 
then issued to E-4 through E-6 candidates 
according to their ranking on the list for the 
number of persons needed to fill the existing 
vacancies. Candidates for E-7 whose final 
multiple scores are high enough will be designated 
"Pass Selection Board Eligible" (PASS SELBD 
ELIG). This means that their names will be placed 
before the Chief Petty Officer Selection Board, 
an NMPC board charged with considering all 
designated eligible candidates for advancement to 
CPO. Authorizations for advancement to CPO 
are issued by this board. 

HOW TO PREPARE FOR 

ADVANCEMENT 

As we have already discussed, you will need 
to complete the Personnel Advancement Require- 
ments (PAR) and mandatory Navy training 



Requirements 


E-l to E-2 E-2 to E-3 E-3 to fc-4 E-4 to E-5 E-5 to E-6 E-6 to E-7 E-7 to E-8 E-8 to E-9 


Time in Rate 


6 mos. 6 mos. 9 mos. 1 2 mos. 36 mos. 36 mos. 36 mos. 36 mos. 
as E-2 as E-3 as E4 as E-5 as E-6 as E-7 as E-8 


School 


RTC (CO none Class "A" Naval none Navy Navy none 
may advance for AME, Justice School School 
up to 10% BU, CE, School forAGC, for MUCS 
of company) CM.CTA, ~for LN2 MUC 
CTI, CTM, 
CTO.CTR, 

err, DT, 

EA, EO, 
EW, FTB, 
GSE.GSM, 
HM, IS, 
JO, MN, 
MT, MU, 
PR, RP, 
SW, UT 


PAR 

NAVPERS 
1414/4 


none none PAR (Personnel Advancement Requirement) must none none 
be completed for advancement to E-4 through E-7 


Performance 
Test 


none none Specified ratings must complete applicable none none 
performance tests before taking Navywide 
advancement examination 


Nonresident 
Career Course 
andRTM 


none Required for E-3 and all petty officer Nonresident Career Courses and 
advancements unless waived because of completion recommended reading. See 
of Navy school. Courses need not be completed NAVEDTRA 10052 (series) 
but once; i.e., those who complete the 3 & 2 
course for PO3 need not complete same course 
again for advancement to PO2. 


Military/ 
Leadership 
Examination 


none none Must be passed before none none none none 
advancement exams for 
E-4 and E-5 candidates 


Examinations 


Locally NETPDC Navywide advancement examinations required for none none 
prepared exams or advancement to E-4 through E-7 
tests locally 
prepared 
test 


Selection 
Board 


none none none none none Navywide CPO or SCPO/MCPO 
Selection Board 


Obligated 
Service 
Required 


There is no set amount of obligated service required either to All CPO candidates must have two 
take the Navywide advancement examination or to accept years remaining obligated service to 
advancement to paygrades E-l through E-6 accept appointment to a CPO 
paygrade 


Enlisted 
Performance 
Evaluation 


As used by Counts toward performance factor credit in advancement final multiple for all 
CO when E-4 through E-9 candidates 
approving 
advancements 


CO recom- 


All Navy advancements require the commanding officer's recommendation for advancement 



Occupational standards provide the basis from 
which advancement examinations are developed. 
When you study for advancement you should con- 
centrate on the occupational standards for the 
paygrade you wish to advance to as well as the 
occupational standards for personnel in the 
lower paygrades of your rating. For example, 
an OT2 candidate must concentrate on the 
occupational standards for OT2 as well as 
those for OT3. 

The Bibliography for Advancement Examina- 
tion Study provides a list of publications used 
to develop the advancement examinations. 
When you use this source you will notice that 
some publications are marked with an asterisk (*). 
The asterisk indicates the Navy training courses 
whose completion is mandatory. The bibli- 
ography is revised and issued annually. Sample 
pages from this source are shown in figure 
1-3. 

The Naval Education and Training Program 
Development Center (NETPDC), where the 
advancement examinations are developed, issues 
a small pamphlet each year that incorporates the 
occupational standards and bibliography sheets 
for each rating. These pamphlets are distributed 
to all ESOs so that each candidate for advance- 
ment will receive one copy and retain it for use 
in preparing for advancement study. Be sure to 
get your copy. 

PREPARING TO TAKE THE 
ADVANCEMENT EXAM 

There are certain preparatory steps that you 
will find useful to help you achieve the highest 
possible score on the exam. Well in advance of 
advancement exam day, you should become 
familiar with all of the material pertaining to your 
intended rate in NAVEDTRA 10052. 

You should follow a few simple rules when 



to study. First, read the headings and scan the 
paragraphs to discover the main points. Then read 
for understanding while you ask yourself 
questions about the material. Reread to clear 
up vague areas and to tie all the information 
together. Then, just before you take the 
advancement exam, go back over all your 
reference material, and restudy those points 
that you do not understand clearly and com- 
pletely. If you follow these study rules, you 
should be ready to take the test. 

In addition to proper study, there are a few 
simple hints that will help you prepare for any 
exam. You should motivate yourself and be in the 
right frame of mind. Get rid of any negative 
attitudes toward the exam. You have prepared 
yourself for the exam, so approach it with con- 
fidence. A certain amount of concern is good, but 
excessive worry or nervousness detracts from 
physical strength and mental keenness. Be 
physically and emotionally prepared. Get plenty 
of sleep and rest before you take the exam. Poor 
physical condition will adversely affect your 
mental efficiency. Again, do not attempt to 
"cram" for an exam. Cramming will only tend 
to confuse you and detract from your physical and 
mental well-being. You should arrive at the 
examination area a few minutes early to get 
properly settled, but not so early that you have 
time to talk over possible questions with others. 
If you follow these recommendations, you will be 
well-prepared, and you can take the advancement 
exam with confidence. 

COMPUTING YOUR FINAL 
MULTIPLE SCORE 

Your final multiple score (FMS) for advance- 
ment is composed of numerical values assigned 
to various factors. These factors are: exam 
standard score (SS), performance factor (PF), 
length of service (LOS), service in paygrade 
(SIPG), awards, and passed, not advanced 
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Factor 



Max. Allowable FMS Points/ 
Percent of FMS Points 



SS 80/35 percent 

PF 70/30 percent 

LOS 30/13 percent 

SIPG 30/13 percent 

Awards 10/4.5 percent 

PNA Points 10/4.5 percent 

Maximum FMS Possible 230/100 percent 

The ESO will compute the FMS factors in 
your service record and will help you verify them 
before the exam date. This information is placed 
by you on your answer sheet so that the infor- 
mation can be computed by NETPDC at the time 
your exam is scored. Be sure the information you 
put on your answer sheet is correct. 

PROFILE ANALYSIS FORM 

With each advancement exam, you will receive 
a subject matter section identification sheet and 
a profile analysis form, which normally are the 
last two pages of the advancement exam booklet 
(figures 1-4 and 1-5). These are for your informa- 
tion and must be handed in to the exam proctor. 
After your advancement exam is graded, 
NETPDC will send you a completed profile 
analysis form. This form shows how well you did 
on the exam, your final multiple, and your status. 
Use this form along with the forms you turned 
in to the exam proctor to help you to identify your 
weak subject areas. You should concentrate on 
these areas of weakness whether or not you passed 
your advancement exam. Additional study in your 
weak subject areas will help you handle the 
added responsibilities of advancement and help 
you to prepare for your next advancement 
examination. 



Volume I SURTOPS Program Adminis- 
tration 

Volume II IUSS Operating Procedures 
Volume III IUSS Mission Systems 

Volume IV Ocean Systems Qualification 
Standards (OQS) 

The Integrated Undersea Surveillance System 
(IUSS) is composed of the: Sound Surveillance 
System (SOSUS), the Surveillance Towed Array 
Sonar System (SURTASS), and the Rapidly 
Deployable Surveillance System (RDSS). 

OQS 

The part of the SURTOPS manual that we are 
concerned with at this point is Volume IV, Ocean 
Systems Qualification Standards (OQS). 

Throughout the Oceanographic Systems a 
great deal of variation exists in the types of 
equipment and operational requirements. Each 
command pursues a versatile training and 
qualification program to ensure operational 
readiness of its personnel. However, since all 
naval facilities (NAVFACs) must act as a team, 
-knowledge and performance levels must be con- 
sistent throughout the Ocean Systems. To 
accomplish this goal, a set of standardized train- 
ing requirements have been developed and appear 
in SURTOPS Volume IV-OQS. 

Qualification Levels 

The achievement of Ocean Systems qualifica- 
tion levels and advancement in rate is all inter- 
related. Examples of these relationships are as 
follows: 

Enlisted Levels 



Rate 



Qualification Level 



OTM3 EXAM FORM A 

EXAIV1 INFORMATION 

SUBJECT-MATTER SECTION 
lOEMTSFSCATIOPa 

THESE STANDARDS ARE FROM SECTION I, NAVY ENLISTED OCCUPATIONAL STANDARDS, OF THE MANUAL 
OF NAVY ENLISTED MANPOWER AND PERSONNEL CLASSIFICATIONS AND OCCUPATIONAL STANDARDS 

NAVPERS 18068-D INCLUDING CHANGE 10 

THE BASIC BIBLIOGRAPHY FOR THIS EXAMINATION IS CONTAINED IN 
BIBLIOGRAPHY FOR ADVANCEMENT STUDY (NAVEDTRA 10052 -AC) 

FOR ALL EXAMINATIONS WITH SERIAL NUMBERS FROM 
960001 TO 969999 
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THIS SHEET MUST BE USED WITH THE MANUAL OF NAVY ENLISTED MANPOWER AND 
PERSONNEL CLASSIFICATIONS AND OCCUPATIONAL STANDARDS (NAVPERS 18OS8) 




GIVE THIS SHEET TO YOUR PROCTOR 



PROFILE FORM INFORMATION 




NETISA 10461/94 18 7SJ 



DEPARTMENT OF THE NAVY 




FROM COMMANDING OFFICER 



NAVAL EDUCATION AND TRAINING PROGRAM 

DEVELOPMENT CENTER 
PENSACOLA. FLORIDA 32509 SERIES/DATE ACTIVITY COUt 

TO (YOUR NAME WILL APPEAR HERE) ^jr l2345 AB 

(YOUR EXAM SERIAL NUMBER AND 

APPEAR HERE) 
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INSTRUCTIONS 

A. The EXAMINATION PROFILE INFORMATION FORM is prepared at the Naval Education and 
Training Program Development Center to help each candidate analyze his strengths 
and weaknesses. 

B. The information on the EXAMINATION PROFILE INFORMATION FORM is generally self- 
explanatory. The circled numbers above will have entries as follows: 

1. Your PASS/FAIL status and Navy Standard Score attained. 

2 . Your final multiple unless you are designated as a discrepancy or ' fail 
the examination. 

3 . The_ final multiple required for advancement or selection board 
eligibility unless you are designated as a discrepancy or fail the 
examination. For ratings which are all advance ratings, the word "PASS" 
will appear in this block . 

4. SECTION/STANDING entries. The numbered boxes refer to those subject- 
matter sections shown on the reverse side of this sheet for the 
examination which you took. The STANDING line will show letter codes 
indicating how you, individually, performed in each subject-matter 
section compared with all other candidates taking this same examination. 

*5 . Previous cycle PNA point in format ion. Current cycle points earned if 
eligible are included. 

APPLICABLE TO PAYGRADES E4-6 ONLY. 



NOTE: Since subject-matter sections vary in the number of questions, this profile 
cannot be used to compare over jail examination performance between candidates 
and is valid only for sec t ion -by- sect ion comparison. 
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B. (U) The term lofar 

C. (U) Frequency scales 

D. (U) CP print out of contact history 

E. (U) Harmonics chart 

F. (U) NESB chart 

G. (U) Blank maneuvering board 

301.3 (U) List the procedures necessary to gain access to the following 
security areas within your command: 

A. (U) Exclusion 

B. (U) Limited 

C. (U) Controlled 

D. (U) Restricted 

301.4 (U) Destroy classified material in accordance with current 
directives. 

301.5 (U) Witness destruction of classified material to ensure correct 
methods and procedures are followed. 

301.6 (U) Supervise the destruction of classified material. 

301.7 (U) Conduct an inventory of classified publications on 
watch. 

301.8 (U) Conduct a page check of a classified publication. 

301.9 (U) Conduct a tour of the T/E Building, checking for possible 
security violations. Take any discrepancies noted for action. 

301.10 (U) Prepare a classified document and annotate security markings 
in accordance with existing instructions. 



failure to achieve the qualification level may be 
sufficient reason for the commanding officer to 
withhold your recommendation for advancement. 

Breakdown of the Enlisted 
Qualification Levels 

Level IV This level is normally assigned 
to nonrated personnel as soon as they report to 
a NAVFAC. This level indicates that the 
individual is in training. Level IV personnel are 
assigned duties by senior watch personnel and are 
given training and instruction that will assist them 
in completing the requirements for Level III 
qualification, which are outlined in SURTOP 
Volume IV. 

Level III This level is assigned to 
personnel who have completed all Level III 
requirements. Level III qualification attainment 
shows that the OT is well versed in the theory of 
operation of on-watch equipment and basic 
acoustic analysis techniques. Level III personnel 
should be able to perform on-watch preventive 
maintenance on assigned equipment and, in some 
cases, be able to provide training for Level IV 
personnel assigned to their watch sections. Level 
III qualification is required for personnel E-4 
and above with 9 months of actual operations 
experience. 

Level II This level is assigned to per- 
sonnel who have completed all requirements for 
Levels II and III. Level II shows that a person 
is skilled in acoustic analysis and capable of 
operating and performing basic operator main- 
tenance on all assigned equipment used for 



experience. 

Level I This level is assigned to per- 
sonnel who have completed all requirements of 
Levels I, II, and III. Level I indicates the most 
qualified enlisted members of the watch section, 
and who are highly skilled in acoustic analysis and 
contact positioning techniques. They are tasked 
with providing training to members assigned to 
their watch sections. Level I qualification is 
required for personnel E-6 and above with 27 
months of actual operations experience. 

Other Types of Training 

In addition to the OQS program, OTs must 
undergo several other forms of training. As part 
of the overall training program, OTs must com- 
plete formal classroom training, on-the-job train- 
ing (in which most of the time is spent on OQS), 
drills, reactionary training, and General Military 
Training. 

Reactionary training is additional assistance 
given to watch team members who encounter 
difficulty in completing areas of their OQS or 
watchstanding duties. Figure 1-6 shows an 
example of a portion of an OQS. This particular 
example is a portion of the security OQS. 



SUMMARY 

As you advance to higher paygrades and at- 
tain higher levels of qualification, you will find 
your job more challenging. You will also feel a 
rewarding personal satisfaction in a job well done 
when you are ready to assume those respon- 
sibilities and meet that challenge. 






The security of the United States in general, 
and of naval operations in particular, depends 
greatly upon the safeguarding of classified infor- 
mation. As an OT, you will hear a great deal 
about the security of classified material. All 
oceanographic activities brief newly arrived OTs 
in security and require them to sign a statement 
to the effect that they have received the briefing 
and understand the contents. Further, as a part 
of each oceanographic command's security pro- 
gram, you will be required to read and indicate 
that you understand several of the most 
important national laws and regulations related 
to security. 

Maintaining the security of classified material, 
however, requires more than a briefing, a law, or 
regulation. Security will only be as effective as you 
make it. As an OT, you will hear classified 
information and see and use classified material 
during each watch period. There is no one to 
whom you can transfer your responsibility for 
protecting the classified material and information 
with which you work. 

Maintaining the security of classified informa- 
tion is not an extra job. Security is a basic part 
of your assignment just as is maintaining or 
operating electronic equipment. You must be 
security conscious to the point that you 
automatically exercise proper discretion in the 
discharge of your duties and do not think of 
security of information as something separate and 
apart from other matters. In this way, security 
of classified information becomes a natural 
element of every task and not an additionally 
imposed burden. 

Security is more than a matter of being 
careful; it requires both study and practice. 
Thorough understanding of this module part will 
not provide you with full knowledge of all the 

Plinat* t-r*intr r*s\-r\r**vni-r\a eo/^-iiiMtTr I'M it it IX/ill r\T*rt_ 



PURPOSE OF THE SECURITY 

PROGRAM 

The security program deals basically with the 
safeguarding of classified information. Classified 
information may be unintentionally provided to 
unauthorized persons (compromised) through 
careless talk, improper handling, or in other ways. 
Classified information must not be allowed to fall 
into the hands of foreign governments or foreign 
nationals because of the danger that such infor- 
mation poses to our national security. 



SECURITY PRINCIPLES 

The Department of Defense security formula 
is based on the principle of circulation control; 
that is, the control of dissemination of classified 
information. According to this policy, knowledge 
or possession of classified defense information is 
permitted only to persons whose official duties 
require access to the information in the interests 
of promoting national defense and only if they 
are determined to be trustworthy. 

The Department of Defense defines security 
as: 

Measures taken by a military unit, 
activity, or installation to protect itself against all 
acts designed to damage its effectiveness. 

@ A condition that results from the establish- 
ment and maintenance of measures which protect 
against hostile acts or influences. 

A condition that prevents unauthorized 
persons from having access to classified informa- 
tion which is safeguarded in the interests of 
national defense. 



limits the control measures that can be effectively 
employed. It is possible, however, to obtain a 
satisfactory degree of security with a minimum 
of sacrifice in operating efficiency through an 
effective security program. The purpose of this 
module part is to present information about the 
Department of Defense Information Security 
Program Regulation (DOD ISPR) and discuss 
your responsibilities under it. 



SECURITY PROGRAM 

The Department of Defense Information 
Security Program Regulation (DOD ISPR) 
establishes the basis for identification of informa- 
tion to be protected and prescribes a progressive 
system for classification, downgrading, and 
declassification. This regulation also prescribes 
safeguarding policies and procedures to be 
followed and establishes a monitoring system to 
ensure the effectiveness of the DOD ISPR 
throughout the Department of Defense. 

To implement and administer the Department 
of Defense security program within the Depart- 
ment of the Navy, a supplemental instruction was 
issued. This instruction is the Department of the 
Navy Information Security Program Regulation 
(OPNAVINST 5510.1), hereafter called the 
Security Manual. 

The Security Manual corresponds to the 
format of the basic DOD ISPR except that it 
contains additional paragraphs, chapters, and 
appendices which concern the Department of the 
Navy Information Security Program. 

DEFINITIONS OF SECURITY TERMS 

To assist you in understanding certain terms 
used in connection with security, the following 
definitions are presented. 

ACCESS The ability and opportunity to 
obtain knowledge or possession of classified 
information. 



require, in the interests of the national security, 
protection against unauthorized disclosure and 
which has been so designated. 

CLASSIFIED MATERIAL Any matter, 
dpcument, product or substance on or in which 
classified information is recorded or contained. 

CLEARANCE An administrative deter- 
mination by competent authority that an 
individual is eligible for access to classified infor- 
mation of a specific classification category. 

COMPROMISE The known or suspected 
exposure of classified information or material to 
an unauthorized person. 

CUSTODIAN An individual who has 
possession of or is otherwise charged with the 
responsibility for safeguarding and accounting for 
classified information. 

DECLASSIFICATION The determination 
that classified information no longer requires, in 
the interests of national security, any degree of 
protection against unauthorized disclosure, 
together with a removal or cancellation of the 
classification designation. 

DECLASSIFY To remove the classification 
from classified information. Notification to 
holders of the information is a part of this 
process. 

DOWNGRADE To determine that classified 
information requires, in the interests of national 
security, a lower degree of protection against 
unauthorized disclosure than currently provided, 
together with a changing of the classification 
designation to reflect such lower degree. 

LONG TITLE A descriptive word or phrase, 
consisting of a name or of several words, assigned 
by the preparing agency to identify the subject 
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duties. Responsibility for determining whether a 
person's duties require access to classified infor- 
mation and is authorized to receive it rests upon 
the possessor of the classified information and not 
upon the prospective recipient. 

ORIGINATOR The command by whose 
authority an item of information is created and 
distributed. 

SHORT TITLE A brief, identifying com- 
bination of words, letters, or numbers applied to 
specific items of classified material. 

TRANSMISSION Movement involving the 
actual transfer of custody and responsibility for 
a document or other classified material from 
one command to another command or other 
authorized addressee. 



CLASSIFICATION 

The basic policy governing classification of 
information or material recognizes that it is 
essential that the public be informed concerning 
the activities of its Government. But it also 
recognizes that the interests of the U.S. and its 
citizens require that certain information con- 
cerning the national defense and foreign relations 
be protected against unauthorized disclosure. 
Therefore, information may not be classified 
unless its disclosure could reasonably be expected 
to cause damage to the national security. 

LIMITATIONS ON CLASSIFICATION 

Classification applies only to official informa- 
tion requiring protection in the interests of 
national security. It may not be used to conceal 
violations of law, administrative error, or 
inefficiency. Classification may also not be used 
to prevent personal or departmental embarrass- 
ment, to restrain competition, or to prevent or 



CLASSIFICATION PRINCIPLES 

Classification should be the result of a 
balanced judgment. There must be a positive basis 
for classification, and both the advantages 
and disadvantages of classification must be 
considered. 

Classification determinations must be pre- 
ceded by an exact identification of each item of 
information that may require security protection. 
This process involves identification of that specific 
information which forms the basis for the 
particular national advantage or advantage which, 
if the information were compromised, would or 
could be damaged, minimized, or lost, thereby 
affecting national security. Security classification 
levels are assigned to classified information as a 
result of original classification or derivative 
classification actions. 

Original Classification 

Original classification is an initial determina- 
tion that official information requires, in the 
interests of national security, a specific degree of 
protection against unauthorized disclosure. The 
authority to make original classifications is vested 
specifically and in writing in certain officials of 
the Government. 

Derivative Classification 

Derivative classification is (1) the determina- 
tion that information is in substance the same as 
information currently classified, and (2) the 
application of the same classification markings. 

All classification decisions flowing from the 
original determination are derivative classification 
actions. One element of originally classified 
information may generate thousands of 
derivatively classified documents. Persons who 
only reproduce, extract, or summarize classified 
information, or who only apply classification 
markings derived from source material or as 
directed bv a classification euide need not oossess 
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or "Confidential," depending upon its 
significance to national security. 

Top Secret 

The Top Secret classification is limited to 
defense information or material requiring the 
highest degree of protection. It is applied to 
information, the unauthorized disclosure of which 
could reasonably be expected to cause EXCEP- 
TIONALLY GRAVE DAMAGE to the national 
security, such as 

A war or an armed attack against the 
United States or its allies, or a break in diplomatic 
relations that would affect the national security 
of the United States. 

9 The unauthorized disclosure of military or 
defense plans, special intelligence operations, or 
scientific or technological developments vital to 
the national defense. 

Secret 

The Secret classification is applied to infor- 
mation the unauthorized disclosure of which 
could reasonably be expected to cause SERIOUS 
DAMAGE to the national security, such as 

Jeopardizing the international relations of 
the United States. 

Endangering the effectiveness of a pro- 
gram or policy of vital importance to the national 
defense. 

Compromising important military or 
defense plans, or scientific developments impor- 
tant to national defense. 

Confidential 

The classification Confidential is applied to 
information the unauthorized disclosure of which 
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tenance, and inspection of classified munitions of 
war. 

WARNING NOTICES 

In addition to the security classifications 
mentioned already, warning notices also appear 
on classified material. Among these markings 
are such designations as "Restricted Data," 
"NOFORN," "For Official Use Only," and 
"LIMDIS." 

Restricted Data 

The Restricted Data warning is assigned to all 
data concerned with the design, manufacture, or 
use of atomic weapons, or the production of 
special nuclear material. 

NOFORN Designation 

When the handling of classified documents 
is such that documents may be subject to 
accidental disclosure to foreign nationals, 
originators must stamp the documents; "Special 
Handling Required, Not Releasable to Foreign 
Nationals." When this term is used in a message, 
it is abbreviated NOFORN. 

For Official Use Only 

The term "For Official Use Only" is 
assigned to unclassified official information which 
requires protection in accordance with statutory 
requirements or in the public interest, but 
does not meet the scope of information which 
is safeguarded in the interests of national 
defense. 

LIMDIS (Limited Distribution) 
Designation 



declassification may be assigned by the original 
classification authority at the time the informa- 
tion is orginally classified. An example would be 
a document that is declassified upon completion 
of an exercise. 

Dates or events on which automatic declassi- 
fication should occur are as early as the national 
security will permit and are usually no more than 
6 years from the date of original classification. 
Certain other information, however, requires an 
extended classification period if so determined by 
the original classification authority. In every case, 
an original Top Secret classification authority who 
prolongs a classification for more than 6 years will 
set a specific date or event for declassification or 
a specific date for review for declassification. 
These dates must be as early as the national 
security permits but usually not more than 20 
years from the date of original classification. 

When you apply a classification marking to 
some material that derives its classification from 
a source document or classification guide you 
must carry that date or event from the source 
document or classification guide to the newly 
created material. 



MARKING 

Information that is determined to require pro- 
tection against unauthorized disclosure is so 
designated, generally in the form of physical 
markings. A physical marking notation serves to 
inform and warn the holder of the classified 
information involved of the degree of protection 
required. Marking also makes it easy to take 
action when classified information is extracted, 
paraphrased, upgraded, downgraded, or 
declassified. 

BASIC MARKING REQUIREMENTS 

At the time of original classification, the 
following information must be shown on the face 
of all classified material: 



The date or event for declassification, or 
the notation "Originating Agency's Determina- 
tion Required" (OADR). 

OVERALL AND PAGE MARKING 

The overall classification of a document is 
marked or stamped at the top and bottom of the 
outside of the front cover (if any), on the title page 
(if any), on the first page, and on the outside of 
the back cover (if any). To achieve production 
efficiency, each page of a classified document is 
marked or stamped at the top and bottom 
according to the highest overall classification of 
the document. The classification markings are 
stamped in capital letters larger than those used 
in the text and, when possible, red in color. The 
downgrading, declassification date, and the 
warning notices appear only once on a document, 
on its front. 

PORTION AND PARAGRAPH 
MARKING 

Each portion, section, part, paragraph or sub- 
paragraph of a classified document is marked to 
show the level of classification or whether it is 
unclassified. The intent of this requirement is that 
a document and portions of a document will be 
sufficiently marked so that there is no uncertainty 
as to which portions contain or reveal informa- 
tion that must be protected. 

Classifications levels are shown by the 
appropriate symbol placed immediately follow- 
ing the portion letter or number, or in the absence 
of letters or numbers, immediately before the 
beginning of the portion. The symbols "(TS)" for 
Top Secret, "(S)" for Secret, "(C)" for Confiden- 
tial, and "(U)" for unclassified, are used. For 
example: 

1 . (U) This is the lead-in which is unclassi- 
fied. 

a. (C) This subparagraph is Confiden- 
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Subjects and titles should be selected, if 
possible, so as not to require classification. A 
classified subject or title may be used, however, 
when necessary to convey meaning. In that case, 
an unclassified short title should be added for 
reference purposes. To show its classified or 
unclassified status, a subject or title is marked 
with the appropriate classification symbol, as 
follows: 

Subj: Requirements for a New Mine (U) 

ACCOUNTABILITY AND CONTROL 

Accountability and control of classified 
documents are necessary to prevent excessive pro- 
duction or reproduction, limit dissemination, 
make all recipients known, and to allow for con- 
trol of all information. These requirements can 
be fulfilled by effective supervision, conscientious 
and informed execution of personal respon- 
sibilities, and efficient management. 

The accounting system for an activity should 
provide readily available information on: (1) what 
classified material has been received, (2) what 
classified material has been produced, (3) who has 
custody of each particular document, and (4) what 
disposition has been made of Top Secret and 
Secret material. There are two methods of ac- 
counting for classified material the classified 
material control record and the logbook method. 



preparation time. The form is supplied in three 
colors: green for Confidential; yellow for Secret; 
and pink for Top Secret. An example of a Secret 
Material Control form (OPNAV Form 551 1 -23 A) 
is shown in figure 2-1 . Part 4 of the control form 
is a 3- x 5-inch card called the Classified Material 
Inventory-Locator Record. This card is filed in 
a card-index file. The final disposition of the 
material is indicated on the reverse side of the 
card. 

The file copy of the material control form is 
retained by the control center or office having 
material control and accountability responsibility. 
This copy is usually filed by control number 
sequence. 

Secret and Top Secret material control forms 
may also be used to record the destruction of the 
material instead of a certificate of destruction. In 
this case, the material control form must be 
retained for 2 years after the date of destruction. 

CLASSIFIED MATERIAL 
CONTROL LOG 

Activities that handle small quantities of 
classified material (20 items or less a day) may 
find the logbook method to be the most practical 
accounting system. In this system, the log is 
normally divided into two sections incoming and 
outgoing. Each piece of material that is sent or 
received is recorded in the appropriate section. 
Figure 2-2 shows sample incoming entries, and 
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Top Secret information must maintain a list of 
all persons within the organization or office who 
have had access to the information. This identi- 
fication is accomplished by attaching a Record of 
Disclosure (OPNAV 551 1/13) to the material, and 
all individuals gaining knowledge of it affix their 
name, the name of the activity, and the date of 
access to the material. If a person's signature is 
not clearly legible, the name is also printed. The 
disclosure record form is not removed from the 
material to which it is attached unless it is 
transmitted to another activity for retention. 
When the disclosure form is detached, it is 
retained locally for 2 years. 

The disclosure record form is used in addition 
to the continuous receipt system (classified 
material control record) that is required for Top 
Secret material. 

There are two exceptions to the requirement 
for attaching the disclosure record form. The first 
exception is that mail rooms, file rooms, com- 
munication and message centers, and printing and 
reproduction activities engaged in processing large 
volumes of Top Secret material may not require 
assigned personnel to sign individually the 
disclosure record form if access to the area is 
limited to permanently assigned personnel and if 
these individuals are identifiable by roster as 
having access on any given date. The second 
exception is that if oral discussions within com- 
mittees or conferences involving the disclosure of 
Top Secret information are subject to accounting 
requirements, the requirement is satisfied if the 
minutes of the conference or meeting show 
a summary of the information discussed or 



copies of each Top Secret document and each item 
of Top Secret equipment must be serially 
numbered at the time of origination; for 
example, "Copy No. 2 of 3 copies." Top Secret 
documents must contain a list of effective pages 
in which must be included a Record of Page 
Checks. When this is impracticable, as in cor- 
respondence or messages, the pages are numbered 
as follows: "Page 10 of 20 pages." 

Top Secret documents may not be repro- 
duced without the permission of the originating 
activity. 

The control of Top Secret material is the 
responsibility of the Top Secret Control Officer 
designated by the command. 

Secret Administrative procedures must 
be established for control of Secret material, (1) 
originated or received by the command, (2) dis- 
tributed or routed to components of, or activities 
within, the command and, (3) disposed of by the 
command by transfer of custody or destruction. 
The control system for Secret must be determined 
by the practical balance of security and operating 
efficiency. 

Confidential Administrative provisions 
must be established that will provide protection 
for Confidential information received, originated, 
transmitted, or stored by a command. 

SERIAL NUMBERS 

The Department of the Navy Correspondence 
Manual (SECNAVINST 5216.5), hereafter called 
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number is one of a consecutive group of Arabic 
numerals assigned to a specific piece of cor- 
respondence for identification purposes. A 
separate series of numbers is used for each specific 
category of classified information. Serial numbers 
for Confidential letters are preceded by the letter 
"C"; those for Secret, by "S," and for Top 
Secret, by "T." 



COMPROMISE 

If it is known or even suspected that 
classified material is lost, or passed into the hands 
of an unauthorized person, the matter is said to 
be compromised. The seriousness of the com- 
promise depends on the nature of the material and 
the extent to which the unauthorized person may 
divulge or make use of what was learned. You 
must never fail to report to your division officer 
a compromise that comes to your attention. 

A compromise of classified material results 
when it has become available to unauthorized 
persons through loss, theft, capture, recovery by 
salvage, defection of individuals, unauthorized 
viewing, or by any other means. Subjection to 
compromise results when classified material 
may have become available to unauthorized 
persons by any of the foregoing methods. 

Any individual who discovers a loss, com- 
promise, or possible compromise of classified 
information should report the facts immediately 
to the most readily available command. 

The command that receives the individual's 
report takes immediate action to regain custody 
of the information concerned and provide it 
adequate protection. An initial inquiry is con- 
ducted to identify accurately the information 
concerned; to determine the circumstances 
involved in the discovery of the loss, compromise, 
or possible compromise; and tentatively to 
establish whether the possibility of compromise 
is remote or substantial. 

Upon receipt of the initial inquiry, if further 
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promise and takes or recommends disciplinary 
action, as appropriate, in the case of personnel 
found responsible. 



OTHER SECURITY VIOLATIONS 

Violations of regulations pertaining to the 
safeguarding of classified material but not 
resulting in compromise or possible compromise 
are acted upon by the commanding officer of the 
individuals involved without reference to higher 
authority. The fact that a security violation 
has occurred may, at the discretion of the 
commanding officer, be considered sufficient 
justification for some form of formal disciplinary 
action. 

UNSECURED CONTAINERS 

If a container in which classified material is 
stored is found unlocked in the absence of 
assigned personnel, the incident must be reported 
immediately to the senior duty officer. The con- 
tainer must be guarded until the duty officer 
arrives at the location of the unlocked container. 
The duty officer will then inspect the classified 
material involved, lock the container, and make 
a security violation report to the commanding 
officer. If the duty officer believes that the 
classified information may have been com- 
promised, the responsible person will be ordered 
to return and make a complete inventory. 
Further appropriate action will be taken by the 
commanding officer. 

IMPROPER TRANSMISSION 

When classified material is received which 
shows improper handling, the commanding 
officer of the sending activity must be notified 
promptly. When circumstances indicate the 
material was not subject to compromise, security 



Any person who is found to be responsible for 
the loss, unauthorized disclosure, or possible com- 
promise of classified information and any person 
who violates security regulations will be promptly 
and adequately disciplined, regardless of rank, 
rate, or position. Disciplinary action may include 
tried by court-martial. Persons found guilty of loss 
of classified material through gross neglect may 
be fined $10,000 or imprisoned not more than 10 
years, or both. 



PHYSICAL SECURITY 

Physical security has to do with safeguarding 
classified information by physical means. It 
includes the designation of security areas, storage, 
custody, accountability, transmission, dissemina- 
tion, and ultimate disposition or destruction. In 
other words, physical security is concerned with 
methods of preventing unauthorized persons from 
obtaining physical custody of classified material. 

RESTRICTED AREAS 

Areas within a command may have varying 
degrees of security importance depending upon 
their purpose and nature of the work, informa- 
tion, and materials concerned. To meet different 
levels of security sensitivity and to provide for an 
effective and efficient basis for applying the vary- 
ing degrees of restriction of access, control of 
movement, and type of protection required, the 
following three types of security areas have been 
established. Each of these security areas must not 
be designated in any way that outwardly notes 
their relative sensitivity. Instead, such areas are 
clearly marked "Restricted Area Authorized 
Personnel Only." 

Exclusion Area 

An exclusion area is an area containing 



Limited Area 

A limited area is an area containing classified 
information and in which uncontrolled movement 
would permit access to the classified information 
but within which access may be prevented by 
escort and other internal restrictions and controls. 

A limited area is enclosed by a clearly defined 
perimeter barrier. Entrances and exits are either 
guarded, or controlled by attendants who check 
personnel identification, or the entrances and exits 
are under alarm protection. 

Operating and maintenance personnel who 
require freedom of movement within a limited 
area must normally have a proper security 
clearance. The commanding officer may, how- 
ever, authorize entrance of persons who do not 
have clearances. In such instances, escorts or 
attendants and other security precautions must be 
used to prevent access to classified information 
located within the area. 

Controlled Area 

A controlled area is an area within which 
uncontrolled movement does not permit access to 
classified information. It serves as a buffer zone 
to provide greater administrative control and pro- 
tection for the limited or exclusion areas. Thus, 
passageways or spaces surrounding or next to 
limited or exclusion areas may be designated 
controlled areas. 

Controlled areas require personnel identifica- 
tion and control systems adequate to limit 
admittance to those having a bona fide need for 
access to the area. 

STORAGE OF CLASSIFIED 
DOCUMENTS 



Provide a more definite basis for planning 
and implementation of the physical security 
program. 

Achieve greater uniformity in the protec- 
tive measures provided for facilities having like 
security interests. 

Achieve greater consistency by narrowing 
the limits of individual interpretation. 

Provide a more definite basis for 
keying security measures to the security interest 
involved. 

A numerical evaluation system provides a 
uniform guide for establishing security protection 



between the security interest and the level of pro- 
tection required, but also sets values for various 
elements of a security program that may be 
combined to produce an acceptable level of pro- 
tection. The numerical evaluation system does not 
guarantee protection, nor does it attempt to meet 
every conceivable situation. However, with a 
commonsense implementation of the system, it 
is possible to obtain a satisfactory degree of 
security with a minimum of sacrifice in opera- 
tional efficiency. 

The elements of the numerical evaluation 
system are: (1) a table of equivalents (table 2-1) 
that assigns a numerical value for various types 
of storage areas, containers, guarding and alarm 
systems, and so on, and (2) an evaluation graph 
(figure 2-4) which establishes, in the form of 
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a. Security Fences: 

(1) Classified area surrounded by a security 
fence with all gates secured or con- 
trolled 5 

b. Protective Lighting: 

(1) Security areas lighted by protective 

lighting 5 

c. Building or Ship:* 

(1) Conventional frame or good quality 
temporary structure 5 

(a) Controlled areas within... 15 

(b) Limited areas within 25 

(c) Exclusion areas within 35 

(2) Masonry or steel structure with sub- 
stantial partitions, floors and ceilings 
(including magazines) 

(a) Controlled areas within..- 20 

(b) Limited areas within 30 

(c) Exclusion areas within 40 

(3) Aboard a Commissioned Ship 25 

(a) Controlled area 35 

(b) Limited area.. 40 

(c) Exclusion area 50 

(4) "In Service" or MSC chartered vessel.. 10 

(a) Controlled areas within 20 

(b) Limited areas within 30 

(c) Exclusion areas within 40 

Storage Containers:** 

a. Metal, keylock (built-in) 

b. Metal, key padlock (attached) 

c. Metal, high security key padlock (attached). 5 

d. Metal, combination padlock (attached) 6 

e. Metal, high security combination padlock 
(attached) 10 

f. Metal, combination lock (built-in). 15 

g. Strongroom or weapons magazine 15 

h. Class C Vault 50 

i. Class B Vault 60 

j. Class A Vault .., 70 

k. Class 1, approved GSA security container... 70 

1. Class 2, approved GSA security container 60 

m. Class 3, approved GSA security container 

n. Class 4, approved GSA security container 60 

o. Class 6, approved GSA security container 70 

p. Class 6, approved GSA security container. .. 55 
q. Class 5 map and plan, approved GSA secu- 
rity container 70 



r. Class 6 map and plan, approved GSA secu- 
rity container 55 

Guarding: 

a. Supporting Guard Force: 

(1) Civilian Supporting Guard Force 10 

(2) Military Supporting Guard Force 15 

b. Guards: 

(1) Civilian Guards: 

(a) Civilian guard in general area 10 

(b) Civilian guard check of container 

each hour.. 15 

(c) Civilian guard check of container 

each Yi hour 20 

(d) Civilian guard in attendance at 
container 30 

(2) Military Guards: 

(a) Military guard in general area 15 

(b) Military guard check of container 

each hour 20 

(c) Military guard check of container 

each ]/2 hour 25 

(d) Military guard in attendance at 
container 60 

c. Sentry dog accompanying military or 
civilian guard 10 

Protective Alarm Systems: 

a. Area Alarm System: 

(1) Make or break (electro-mechanical) 
alarm to detect entry into immediate 

area 5 

(2) Other alarm system to detect entry 

into immediate area 10 

(3) Alarm system to detect entry or 
attempted entry into immediate area.. 

(4) Alarm system to detect entry or at- 
tempted entry and approach to im- 
mediate area 25 

b. Container Alarm Systems: 

(1) Make or break (electro-mechanical) 
alarm to detect opening of container.. 10 

(2) Other alarm system to detect opening 
of container 

(3) Alarm system to detect opening or 
tampering with container 20 

(4) Alarm system to detect opening or 
tampering with and approach to con- 
tainer 25 



"Buildings must be under U.S. Government control or if not under 
U.S. Government control the space occupied within the building must be 
at least a controlled area. 



Evaluate as indicated provided other elements in the security prog, 
ram are available to minimize the possibility of unauthorized access to 
the container. 



Security Manual. 

The following is an example of the implemen- 
tation of the numerical evaluation system: 

GIVEN: A lighted block building with a fence 
having secured gates, an exclusion area within, 
one metal file cabinet with a built-in combination 
lock, civilian watchman in the general area, and 
no protective alarm system. By referring to table 
2-1, you can obtain the number of points 
allotted for each of the given safeguards: 

Block building with an exclusion 
area inside 40 

Exterior lighting of security area 5 

Fences with secured gates 5 

Metal file cabinet with built-in 
combination lock 15 

Civilian watchman in general area 10 

No protective alarm system 

TOTAL POINTS 75 

Take the total points (75) and refer to the evalua- 
tion graph (figure 2-4). By finding the number 75 
and going up (or down) the graph, you will see 
that this particular group of safeguards allows you 
to hold large quantities of Secret equipment and 
moderate quantities of Top Secret documents or 
equipment. 

KEYS AND COMBINATIONS 

Keys for padlocks used to protect classified 
material are given the same degree of protection 
that is required for the highest level of classified 
material they protect. It is essential that combina- 
tions be known by, or keys be accessible to, only 
those appropriately cleared persons whose official 
duties require access to the containers involved. 

Combinations to security containers must 
be changed under any of the following cir- 



At least once a year unless more frequent 
changes are dictated by the type of material stored 
therein. 

When taken out of service. 

Combination locks left in an unlocked con- 
dition and not under continuous surveillance must 
be changed before they are used again. Any paper 
showing the combination to a lock is given the 
same classification as the highest category of the 
classified material within the container. 

Records of combinations are sealed in an 
envelope (OPNAV 551 1/2 may be used) and kept 
on file by any person designated by the command- 
ing officer. In selecting combination numbers, do 
not use numbers ending in or 5, and do not use 
numbers in a simple ascending or descending 
sequence; for example, 35-50-75 or 75-50-35. In 
addition, do not use numbers between and 20 
for the last number; for example, 46-82-13. 
Personal data, such as birthdates are to be 
avoided. The same combination should not be 
used for more than one container in any one area. 
When taken out of service, built-in combination 
locks are to be reset to the standard combination 
50-25-50. 

When securing safes, files, or vaults, you must 
ensure that the dial of combination locks is rotated 
at least four complete turns in the same direction. 
In most locks, if the dials are given only a quick 
twist, it is generally possible to open the lock by 
merely turning the dial back in the opposite direc- 
tion. Additionally, you should ensure that all 
drawers of safes and file cabinets are held firmly 
in the locked position when they are closed. 

CARE DURING WORKING HOURS 

Each person in the Naval Establishment must 
take every precaution to prevent deliberate or 
casual access to classified information by 
unauthorized personnel. Among the precautions 



be either destroyed by the person responsible 
for their preparation after they have served 
their purposes, or given the same classifi- 
cation and safeguarded in the same manner 
as the classified material produced from 
them. 

New typewriter ribbons used in the 
preparation of classified material must be either 
typed on until illegible (after the upper and lower 
sections have received five consecutive impres- 
sions), or given the same classification and 
safeguarded in the same manner as classified 
material prepared from them. 

Classified material, upon receipt, must be 
opened by the addressee or by persons specifically 
authorized in writing to open material of the 
classification involved. 

If a room must be vacated during working 
hours, any classified material therein must be 
stored in accordance with storage instructions for 
the classification involved. 

SECURING OF CLASSIFIED 
MATERIAL 

A system of security checks at the close of each 
working day must be instituted to ensure that 
classified material held by a command is properly 
protected. Custodians of classified material are 
required to make an inspection which ensures as 
a minimum that: 

All classified material is stored in the 
prescribed manner. 

All classified material that is passed 
from watch to watch is properly accounted 
for. 

Burn bags are properly stored or 
destroyed. 
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have served their purposes. 

The security check should be made a matter 
of record. Optional Form 62 may be used for this 
purpose. The identity of the individual respon- 
sible for the contents of each container of 
classified material must be readily available. The 
individual so identified will be contacted in the 
event a container of classified material is found 
open after working hours. 



PERSONNEL SECURITY 
INVESTIGATIONS 

Personnel are not permitted access to classified 
information or assigned to sensitive duties unless 
a determination has been made as to their loyalty, 
reliability, and trustworthiness. The determina- 
tion is based on an investigation appropriate to 
the access required or to other considerations of 
sensitivity of the duties involved. 

The personnel security determination is 
documented on a Certificate of Personnel Security 
Investigation, Clearance and Access (OPNAV 
Form 5520/20), hereafter called a security 
clearance. A security clearance serves to indicate 
that the person concerned is eligible for access to 
classified information. The decision to grant 
access is based on whether the person's official 
duties will require a "need to know." Security 
clearances are of two types: 

Final clearance one granted upon com- 
pletion of all investigative requirements for the 
type of access concerned. 

Interim clearance one granted tempo- 
rarily, based on the lesser investigative require- 
ments for the type of access concerned, pending 
completion of the full investigative requirements. 
Interim clearances are normally given for a period 
of not longer than 6 months. 



basic types: National Agency Checks (NAC), and 
Background Investigations (BI). 

The National Agency Check consists of a 
check of various Federal agencies for pertinent 
facts having a bearing on the loyalty and 
trustworthiness of the individual. The initial NAC 
conducted on a first-term enlistee does not include 
a detailed technical fingerprint search and is 
referred to as an Entrance National Agency Check 
(ENTNAC). In addition to the NAC, there is a 
National Agency Check and Inquiry (NACI) 
which is a step above an NAC. The NACI con- 
sists of a NAC as described above, and written 
inquiries to law enforcement agencies, former 
employers, references, and schools. 

A Background Investigation is designed to 
develop information as to whether the access to 
classified information by the person being 
investigated is clearly consistent with the interests 
of national security. A BI is designed to make 
inquiries into pertinent facts bearing on the 
loyalty, character, emotional stability, and 
reliability of the individual. This investigation 
normally covers the most recent 5 years of the 
individual's life or the period from the date of 
the individual's 18th birthday, whichever is 
shorter. If derogatory information is developed 
in the course of any investigation, the investiga- 
tion will be extended to any part of the 
individual's life necessary to substantiate or 
disprove the information and to develop adequate 
information upon which to base a security 
determination. 

Top Secret security clearances are based on 
Bis. Secret and Confidential security clearances 
are based on NACs or ENTNACs. 



PERSONAL CENSORSHIP AND 
SUBVERSION OF MILITARY 

PERSONNEL 

One of the most vital elements of security is 
personal censorship. Each individual through 
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to follow when off duty DON'T DISCUSS 
CLASSIFIED MATTERS WITH ANYONE 
not even family or close friends. Usually the desire 
to impress others with the importance of one's 
job is quite strong. Divulging classified informa- 
tion is an unwise way of trying to impress anyone, 
particularly when by doing so a person may be 
endangering our country and many lives. 

Loose talk in public places is even more 
dangerous. Conversation in restaurants, hotel 
lobbies, airports, elevators, taverns, and other 
public places can be overheard easily. Foreign 
agents are scientifically trained to collect from 
such conversations particles of seemingly harmless 
information. Once pieced together and analyzed, 
these "innocent" bits of talk sometimes reveal 
military information of great value to our 
enemies. 

Mail is also subject to interception by an 
enemy. You must not mention the following 
topics in personal correspondence: 

Location, identity, or movement of ships 
or aircraft. 

Forces, weapons, military installations, or 
plans of the United States or its allies. 

Casualties to personnel or material by 
enemy action. 

Employment of any naval or military unit 
of the United States or its allies. 

9 Criticism of equipment or morale of the 
United States or its allies. 

Personal censorship also extends to telephone 
conversations. Telephone wires can be tapped, 
and conversations can be overheard at the switch- 
board and other points along the circuit. 
(Telephone links are often microwaved through 
the air making them vulnerable to interception 
and exploitation.) You must never discuss 



time, and effort are no obstacles to a foreign 
government determined' to get vital national 
defense information. Trained agents may be sent 
to areas near military installations where they may 
spend weeks, months, or even years establishing 
themselves and becoming friendly with military 
personnel. 

One of the most common methods of subver- 
sion involves getting a "hold" over a person who 
might be in a position to obtain classified infor- 
mation. The hold can be almost anything 
excessive drinking, illicit personal relationships, 
the use of drugs, or excessive indebtedness to 
name but a few of the habits or actions that have 
gotten people into trouble. Persons with a 
problem of this sort are fair game for foreign 
agents since they can be blackmailed into doing 
things that are in violation of security regulations. 

Trained foreign agents know how to exploit 
weaknesses wherever they find them. For 
example, consider the individuals who have 
gotten deeply into debt through gambling or just 
poor budgeting. The agent may skillfully get these 
members even deeper into debt, then lend them 
money to help them get out of trouble. Eventually 
the victims may find themselves in a position 
where they feel that they cannot refuse to give the 
agent small and relatively unimportant pieces of 
classified information. The information requested 
is usually minor at first, but the demands increase 
as time goes on and the victims become so 
involved and so trapped that they end up giving 
vital information to the agent. 

Persons who are married and have family 
obligations are prime targets for another 
approach. They may be taken to parties or other 
social gatherings and introduced to men and 
women who, unknown to them are actually 
foreign agents or in the pay of foreign agents. If 
the military persons become sufficiently involved 
with one of these men or women, all meetings and 
actions are recorded and photographed without 
the victim's knowledge. When sufficient evidence 
has accumulated, the victims are blackmailed 



desperation, they feel that they have no course 
of action except to cooperate and furnish addi- 
tional information to the foreign agent. 

This, however, is not true. There is always one 
honorable way to get out of this kind of difficulty. 
If you should ever find yourself entangled in such 
a situation, DO NOT ALLOW YOURSELF TO 
BE BLACKMAILED. Tell the whole story to 
your division officer, legal officer, or security 
officer. Don't try to handle the situation yourself. 
Your chances of being able to outwit a highly 
trained foreign agent are just about zero. Report 
the incident quickly and tell your story fully and 
completely, including any wrongdoings or actions 
of your own, and accept the consequences. 
Remember that whatever wrong actions you may 
have committed up to this point are nothing com- 
pared to the act of actually cooperating with a 
foreign agent. 

GUIDE TO PERSONAL CONDUCT 

Your personal conduct can result in the denial 
or revocation of your security clearance and 
punishment under the Uniform Code of Military 
Justice (UCMJ) or civilian law. You must always 
be security conscious even after separation from 
the naval service. You have a personal respon- 
sibility for maintaining the security of any 
classified information to which you have had 
access. The unauthorized disclosure of classified 
information will not be tolerated. 

During your security briefings you are required 
to read certain Criminal Statutes of the United 
States Code that relate to defense information. 
To assist you in remembering them, the follow- 
ing is a list of acts which, committed advertently 
or inadvertently, are punishable by law. 

Communicating or giving to unauthorized 
persons any information relating to the national 
defense. 



connected with the national defense. 

Damaging or destroying any building, 
property, or equipment used in connection with 
national defense. 

Taking, stealing, or damaging any prop- 
erty that is being made for or that belongs to the 
Government. 

Photographing or making any map or 
sketch of anything relating to or being manufac- 
tured for the national defense, except when 
authorized or in the performance of your regular 
duties. 

Disobeying any order or regulation 
published by the Secretary of Defense or his 
designated representative, that relates to the 
security or protection of any national defense 
plant. 

Reproducing, publishing, selling, or 
giving away photographs, sketches, pictures, 
drawings, maps, or graphical representations of 
any military installation or equipment. 

9 Possession of classified material or 
material that would be detrimental to the United 
States except in the proper work area. This 
includes the taking of classified material to an 
individual's home. 

Knowingly and willfully falsifying or con- 
cealing of material fact. 

f> Making false, fictitious, or fraudulent 
statements or representations. 

On-Duty Responsibility 

While on duty, you are responsible for 
safeguarding all classified information in your 
office or space. You do this by constant reference 



knowledge and use of such information. 
Off-Duty Responsibility 

You must not discuss the classified aspects of 
your work at military or civilian social gatherings, 
even though all personnel present are cleared. 
Furthermore, classified material must not be 
removed from the confines of your ship, station, 
or activity except on approved official business. 
You must exercise extreme care with members of 
your family or your friends. They are not cleared, 
have no need to know, and have not been 
indoctrinated in the necessary safeguards required 
for the security of classified information. 

Use the following list as a general guide to 
answer the many questions that you may be asked 
concerning your work. 

You may disclose the command at which 
you work by simply stating that you work for the 
Department of the Navy at the address to which 
you are assigned. Using utmost discretion, you 
may give the official address of your command, 
your general job title, grade, salary, and length 
of service if required. If any further information 
is desired by persons or firms with whom you may 
be dealing, instruct them to request such infor- 
mation by letter addressed to your commanding 
officer. 

When replying to questions by anyone, in- 
cluding your immediate family, concerning the 
nature of your assignment, you should state that 
you are not at liberty to discuss it. The fact that 
your work is classified should not be revealed 
because this may arouse curiosity which could 
result in speculation and, in turn, possibly result 
in a serious security compromise. 

If a complete stranger is overly persistent 
in questioning you about your job, simply inform 
him that you do not care to discuss the subject 
further. Quiz him as to his name, address, and 
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Remember, the less your family knows about your 
job, the less likely they are to unwittingly reveal 
information of value to foreign intelligence. 

You may associate with noncitizens 
on a social basis. However, any contact other 
than official with personnel from Communist- 
controlled countries should be reported to your 
commanding officer immediately. Meetings with 
other foreign nationals need not be reported. 

There may be restrictions on overseas 
travel after you leave your present assignment. 
The specific restrictions depend upon the type of 
classified information to which you have had 
access and the area of the world you wish to 
travel. The length of time the restriction is 
imposed depends upon the assignment you held. 
When you leave your present assignment, you 
will be informed as to what restrictions apply, if 
any. 

There are also security requirements con- 
cerning vacation or business travel abroad. Your 
commanding officer will assure that you are given 
a security briefing to alert you to be on guard 
against exploitation by others whose interests may 
be hostile to those of the United States. A Foreign 
Travel Briefing is given to any individual who has 
had access to classified information and who plans 
to travel to or through communist-controlled 
countries. The briefing is also given to an 
individual who is to attend a meeting, in the 
United States or anywhere else, at which 
representatives of communist-controlled countries 
are expected to participate. 

Generally speaking, nothing may be 
written or said for public consumption about the 
status, mission, composition, organization, or 
function of the command that you are presently 
assigned to. Certain information may be 
authorized for public consumption, but only the 
commanding officer or designated representative 



tion of the periodical and the author and/or 
photographer. 

II From time to time, you may wonder 
why you are required to be so security-conscious 
when the news media occasionally appears 
to be publishing classified information. This 
is understandable. However, always remember 
that just because certain items appear in 
periodicals, newspapers, or on the air does 
not necessarily mean the information is factual. 
Frequently, such releases are the educated 
guesses of the author. Do not deny, affirm, 
or comment on such material; it will only 
aid in establishing as fact that which, before, 
was only suspected. 

When you are separated from the naval 
service you must continue to be security- 
conscious, especially when you apply for 
a job. During your job interview, you may 
state that you were attached to a particular 
command, along with your job title. Under 
no circumstances may you include any Depart- 
ment of Defense classified information. It 
is recommended that, prior to your separation, 
you write a complete job description of your 
duties and responsibilities. Your division officer 
or supervisor will give you advice and 
assistance. 

The above list does not cover every cir- 
cumstance that may arise. Should a situation arise 
that is not covered in this module part, report the 
situation to your superior, and get the proper 
guidance. 

You alone are responsible for any violation 
of security that you may deliberately or 
unintentionally commit. You should become fully 
acquainted with the Department of Defense 
Information Security Program Regulation and the 
Navy Security Manual as soon as possible. 
Moreover, you must vigilantly guard against 



TRANSMISSION OF CLASSIFIED 

MATERIAL 

Classified material must be transported either 
in the custody of an appropriately cleared 
individual or by an approved system or carrier.. 
The most appropriate means of transmission 
should be selected within the requirements of 
precedence and security. The generally available 
methods of transmission of classified material in 
order of security are: 

Messenger 

Registered mail 

Approved wire circuit 

Ordinary mail 

Nonapproved wire circuit 

Visual 

Sound 

Radio 

MESSENGER 

Classified matter is transmitted by messenger 
when security not speed is the paramount 
object. The principal messenger agency for 
the Department of Defense is the Armed 
Forces Courier Service (ARFCOS). This agency 
is responsible for the safe transmittal of 
highly classified matter to military addresses 
and certain civilian agencies throughout the 
world. The ARFCOS stations are located in 
designated areas. Every item of classified 
material sent via ARFCOS must be in the 
physical custody and control of a military 



by this means. Reliable petty officers as well 
as commissioned officers may be appointed 
as guard mail messengers. Guard mail is used, 
for instance, in a naval district for delivering 
mail to several military or Government activities 
located in the same area, and also in con- 
junction with ordinary mail service to and from 
ships in port. 

MAIL 



Mailable Secret and Confidential material 
must be double wrapped, as shown in figure 2-5. 
The classified material being sealed inside an 
opaque container must also be sealed within a 
second opaque container. The inner container 
shows the address of the receiving activity, the 
classification of the enclosed material (including 
special markings), and any applicable special 
instructions. It is carefully sealed to minimize the 
possibility of access without leaving evidence of 
tampering. The outer container shows the address 
of the receiving activity and the correct return 
address of the sender. However, it DOES NOT 
bear a classification marking. The packaging 
material used for both inner and outer containers 
must be of such strength and durability as to pro- 
vide security protection while in transit, prevent 
items from breaking out, conceal all classified 
characteristics, and facilitate the detection 
of any tampering. Secret material must be sent 
by United States Postal Service Registered Mail. 
Confidential material must be sent by either 
certified or first-class mail instead of by 
ordinary mail, and must not enter a foreign 
postal system. The great bulk of the Navy's 
administrative traffic is sent by mail, thus 
reserving radio circuits for operational traffic 
insofar as possible. 

For all Secret material to be transmitted, 
the sender must attach a receipt form to, or 
enclose it in, the inner envelope or container. 
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WIRE CIRCUITS 

When available, wire circuits invariably are 
used in preference to radio, because they are less 
susceptible to interception. Wire systems are of 
two types: approved and nonapproved. 

An approved wire circuit must be designated 
by proper authority for the transmission of 
classified information. Messages classified Top 
Secret and below may be transmitted on such 
circuits. 

A nonapproved wire circuit is not authorized 
for the transmission of classified information in 
the clear. Telephone circuits normally are con- 
sidered nonapproved and are not to be used to 
discuss classified data unless specifically 
designated as approved. 

The wire tapping of a telephone may often be 
discovered by physical examination or by 
transmission irregularities. Interception by induc- 
tion, however, can escape detection completely. 
Supersensitive devices placed near a telephone are 



sations but also voices anywhere in the area. 

Underwater communication cables also are 
subject to unauthorized interception, although 
they are more difficult to tap than landlines. 
Submarines are able to make successful intercep- 
tions through induction. The point where the 
cable emerges into shallow water is the most 
vulnerable. 

RADIOTELEPHONE 

Radio is potentially the least secure means of 
transmitting classified information. A message 
sent by radio is open to interception by anyone 
who has the necessary equipment and is within 
reception range. Voice transmissions are less 
secure than CW on the same frequency because 
anyone can understand them without a knowledge 
of international Morse code. Violations of security 
often are associated with voice circuits, partly 
because of use by untrained personnel, and partly 
because convenience leads to overuse. Many 
transmissions are composed "off the top of the 
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head" and tend to be overlong, poorly stated, and 
to betray information that should not be sent in 
plain language. 

Despite the security shortcomings of radio, it 
is still the primary means of naval communica- 
tions. It is fast, reliable, and often the only 
method of maintaining contact with mobile units. 
A satisfactory degree of security can be obtained 
only by its proper and intelligent use. 

The remedy for misuse of radiotelephone 
includes: trained and alert users, strict circuit 
discipline, and adherence to authorized pro- 
cedures. Each circuit must be limited to its 
intended use. Messages should be written out 
before transmission and checked to see if there 
are violations of security restrictions. 

The actual methods authorized for transmis- 
sion or transportation of classified material 
depend on the security classification of the 
information involved. If your duties involve the 
forwarding of classified material from your work 
spaces, you should consult the Security Manual 
for the proper method and the special prepara- 
tion requirements involved. 



IUSS SECURITY 

The mission of the Integrated Undersea 
Surveillance System (IUSS) requires that a high 
degree of security be placed on all work, infor- 
mation, and material concerned with the mission. 
To safeguard IUSS information, all persons 
involved in the operation of the system must 
possess at least a Secret security clearance prior 
to reporting for duty or training in IUSS opera- 
tions. Dissemination of IUSS information is con- 
ducted on a strict need-to-know basis to better 
protect the security of the system. 

Because of the sensitiveness of all work and 
materials handled by Ocean Systems Technicians, 
you will be required to know the specific security 



to read this directive shortly after arrival at your 
station as part of your security briefing. 

ACCESS 

Personnel who require freedom of movement 
within a security area of a naval facility must have 
a security clearance at least as high as the highest 
classification of information contained within that 
space. Additionally, the access must be approved 
by the commanding officer or a designated 
representative of the command, such as the 
security officer. Personnel who require entry 
into a naval facility security area for such 
purpose as maintenance of utilities and do not 
have the required security clearance may, with 
command approval, be admitted to the area. 
However, such personnel must be controlled by 
escort or other security restrictions to prevent a 
compromise of classified information. If you are 
assigned as an escort, be sure you know what 
restrictions have been placed on the person's 
movements. You should caution other personnel 
not to discuss or uncover classified information 
or materials in the escorted person's presence. 

Any additions or deletions in access approval 
are forwarded in writing to the operations depart- 
ment within the terminal equipment building. 
Responsible personnel make the required changes 
on the master entry list and inform the necessary 
persons. Normally, for an individual's first visit 
to the terminal equipment building, an escort is 
provided to expedite entry. 

SECURITY AREAS 

The typical naval facility is usually divided into 
two distinct security areas: (1) the administrative 
and support base and (2) the terminal equipment 
building compound. The compound area is sur- 
rounded by a chain link fence topped by barbed- 
wire strands, thereby limiting access to a 
personnel gate which must be locked or guarded 
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equipment. 

Controlled areas. All other areas within the 
compound and not designated as exclusion or 
limited areas. This includes air-conditioning 
spaces, generator rooms, and the area between the 
chain link fence and the terminal equipment 
building. 

SECURITY WATCH 

A 24-hour security watch is maintained to 
ensure proper security within the terminal equip- 
ment building compound. Normally, the security 
watch is assigned as a member of the on-watch 
oceanographic or communication watch team. As 
an OT, you will probably stand security watches 
from time to time. When so assigned, you will 
be expected to know both your professional and 
security duties equally well. Do not treat security 
lightly. 

Within the terminal equipment building, the 
watch officer is responsible to the commanding 
officer for the security of all compound spaces. 
As the security watch, you will report to the watch 
officer in the performance of your duties. Do not 
confuse your professional and military chain-of- 
command. Your oceanographic or communica- 
tion supervisor can provide you with answers 
related to your professional duties. You should, 
however, direct questions regarding security to the 
watch officer. 

When assigned as a security watch, your 
typical duties will include the following: 

Patrolling the area within the chain link 
fence. 

Ensuring that all entrances to the building 
are either locked or guarded. 

Limiting access to the compound and 
building only to authorized personnel. 



are aware of who is authorized entry into the 
building. This is especially effective in keeping the 
watch teams informed of changes which may have 
occurred during their off -watch period. 

The security watch is required to maintain a 
security log for the period of each watch. Entries 
normally include date and time of assuming the 
watch, rounds made during the watch (which 
should be staggered in time to eliminate anyone 
from predetermining the time of the next round), 
results of security checks within the compound 
and building, and any unusual occurrence which 
has taken place. The security watch normally 
makes periodic reports to the watch officer. 

When performing as the security watch, you 
are responsible to the watch officer for the security 
of your spaces. You are required to report any 
suspicious action which comes to your attention. 
Never allow anyone within a security area until 
you are certain that the individual is authorized 
to be in that space. An understanding between you 
and a stranger to stand just inside the compound 
gate or front door while you get entry approval 
from the watch officer is inviting trouble. Any 
enemy agent left alone under these circumstances 
could accomplish untold damage. Rain, snow, or 
shine, keep that person locked out of your security 
areas. Remember that an individual's rank, rate, 
or position does not guarantee authorized entry 
to the compound or building. Be courteous, but 
firm when you refuse any individual immediate 
entry. Inform the person that a security check is 
necessary and that you will require positive 
identification. Usually, the person will show 
identification that includes a picture. When you 
are satisfied with the identification, report the 
information to the watch officer for an entry 
determination. 

PERSONAL SECURITY 

The security of the IUSS depends a great deal 
on the efforts of all persons working within the 
IUSS to be security conscious. Everyone considers 



or otner su ejects to discuss oesiaes wnat nappens 
in the "T-building." Steer away from work 
discussions during social activities. You should 
discuss classified information only with those 
persons you know to be cleared for such infor- 
mation and only within the appropriate security 
area. If you consider that a particular person 
shows more than an idle curiosity in your job or 
station, report the individual to your command- 
ing officer. 

To repeat an earlier statement, never discuss 
classified information over the telephone. 
Attempts to inform cleared individuals of on- 
watch situations by a prearranged telephone code 
is a hazard to security. Trained agents have years 
of experience in breaking the most difficult codes 
imaginable. To these agents, the breaking of a 
simple telephone code would be child's play. 
Never ask for nor give information over the 
telephone which you know to be classified. Bits 
and pieces are all a hostile agent needs. 

Additional guidance on personal security is 
contained in enclosures to OPNAVINST S5513.5. 



DESTRUCTION OF CLASSIFIED 
MATERIAL 

Destruction of classified matter falls into two 
categories: routine and emergency. Destruction, 
when authorized or ordered, must be complete. 

ROUTINE DESTRUCTION 

Destruction of superseded and obsolete 
classified material that has served its purpose is 
termed routine destruction. 

Record and nonrecord documents, and other 
material of similar temporary nature are destroyed 
as soon as their intended purpose has been served 
or the retention period has otherwise expired. 
With the exception of Communication Security 
(COMSEC) material, all types of classified 
material must he de.stroved hv burning, meltine. 



ing, pulverizing, or snreuumg. ourmiig is me 
method used most often in the oceanographic 
system. It is most likely that you, as a third- or 
second-class OT, will be called upon to assist in 
burning classified material. Every member of the 
burn detail should know exactly what is to be 
burned and should double check each item before 
it is burned. Routine destruction of Lofargrams 
and classified trash generally is handled on a daily 
basis owing to the rapid accumulation of these 
materials and the limited space available for 
storage. To facilitate the complete destruction of 
Lofargrams, they should be unrolled and placed 
loosely into a burn bag prior to burning. Bound 
documents should be torn apart, pages crumpled, 
and fed to the fire a few pages at a time. All 
material and documents must be watched until 
they are completely consumed. The ashes must 
be broken up and sifted through to ensure com- 
plete destruction. When you burn classified 
material, take precautions to ensure that portions 
of the burning material are not carried away by 
winds or drafts. 

Total destruction of microforms can done by 
incineration where permitted by local environ- 
mental regulations, or by chemically stripping the 
film emulsion or its dye. Following complete 
destruction of the classified matter, a burn log 
entry is made and the watch officer is requested 
to inspect the ashes and sign as a witness to the 
destruction. Upon final approval by the opera- 
tions watch officer, the ashes are disposed of in 
accordance with station policy. 

Two witnesses are required for destruction of 
Top Secret material and one witness is required 
for Secret or Confidential material. All persons 
witnessing the destruction of classified material 
must have a security clearance at least as high as 
the category of material being destroyed. In 
addition, they must be thoroughly familiar with 
the regulations and procedures for safeguarding 
classified information. 

When appropriate, certificates of destruction 
are prepared and signed by the witnessing 
officials. The witnessine officials must observe the 
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These certificates are retained by the command 
for 2 years. The certificate must include complete 
identification of the material destroyed and the 
date of destruction. It also includes the signatures 
of the person authorizing destruction and the 
witnessing official(s). 

Except for cases when classified material is 
placed in burn bags for central disposal, destruc- 
tion reports are dated and signed by the two 
officials who actually witness the destruction. 
Destruction reports for burn bags are to be made 
out and signed by witnessing officials at the time 
the material is placed in bags. 

For Secret documents only, routing sheets, 
mail logs, or other similar administrative records 
may be used instead of a certificate of destruc- 
tion provided that all the necessary information 
(identification of material, date of destruction, 
signatures of officials authorizing destruction and 
witnessing the destruction) is included on the 
record. Records of destruction are not required 
for Confidential documents. 

EMERGENCY DESTRUCTION 

Emergency destruction of classified material 
is authorized any time it is necessary to prevent 
its capture by an enemy. All naval commands are 
required to prepare an emergency destruction plan 
for the proper protection of classified material. 
As a minimum, the plan must include the loca- 
tion of all classified material, the priorities of 
destruction, billet designation of personnel 
responsible for destruction, and the prescribed 
place and method of destruction. 

As part of the plan, OTs are assigned to an 
Emergency Destruction Bill. Normally, that part 
of the Watch Quarter and Station Bill contain- 
ing personnel assignments for emergency destruc- 
tion are prominently displayed in all major 
working spaces. The Emergency Destruction Bill 



to report to for emergency destruction. 

The order in which classified material is to be 
destroyed under emergency conditions is deter- 
mined in advance and is so marked and stored. 
To ensure the destruction is carried out as 
rapidly as possible, you must be completely 
familiar with your station's system for marking 
the priority of classified materials for emergency 
destruction. 

Cryptographic material has the highest priority 
for emergency destruction. Insofar as humanly 
possible, it must not be permitted to fall into 
enemy hands. Other classified matter is destroyed 
in the order of classification highest classifica- 
tion first. 

Destruction by fire is the preferred method for 
all combustible materials. Oil or chemicals may 
be used to facilitate burning. Classified equipment 
must be smashed beyond recognition and 
unclassified equipment should be demolished 
beyond repair. 

A sufficient number of destruction tools 
including sledge hammers, screwdrivers, axes, and 
wirecutters are always kept in the terminal 
equipment building spaces for use in emergency 
destruction. 



SUMMARY 

This module part has been written to provide 
you with a broad understanding of the principles 
of security and the handling of classified infor- 
mation. As the details of specific security 
instructions are subject to constant change, it is 
recommended that you consult the latest instruc- 
tion for current information. The responsibility 
for safeguarding classified information rests with 
you. As you increase your understanding of the 
principles and practices of handling classified 
information you will be better equipped to fulfill 
your obligation to help keep it safe. 



DO NOT DISCUSS CLASSIFIED INFORMATION ON NONSECURE 
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Prepared by the Naval Education and Training Program Development 
Center, Pensacola, Florida 



Your NRCC contains a set of assignments and 
perforated answer sheets. The Rate Training Man- 
ual, Ocean Systems Technician 3&2, Module 1, 
NAVEDTRA 052-01-45-83, is your textbook for the 
NRCC. If an errata sheet comes with the NRCC, 
make all indicated changes or corrections. Do not 
change or correct the textbook or assignments in 
any other way. 



HOW TO COMPLETE THIS COURSE 
SUCCESSFULLY 

Study the textbook pages given at the begin- 
ning of each assignment before trying to answer 
the items. Pay attention to tables and illustra- 
tions as they contain a lot of information. 
Making your own drawings can help you understand 
the subject matter. Also, read the learning ob- 
jectives that precede the sets of items. The 
learning objectives and items are based on the 
subject matter or study material in the textbook. 
The objectives tell you what you should be able 
to do by studying assigned textual material and 
answering the items. 

At this point you should be ready to answer 
the items in the assignment. Read each item care- 
fully. Select the BEST ANSWER for each item, 
consulting your textbook when necessary. Be sure 
to select the BEST ANSWER from the subject matter 
in the textbook. You may discuss difficult points 
in the course with others. However, the answer 
you select must be your own. Remove a perforated 
answer sheet from the back of this text, write 
in the proper assignment number, and enter your 
answer for each item. 

Your NRCC will be administered by your com- 
mand or, in the case of small commands, by the 
Naval Education and Training Program Development 
Center. No matter who administers your course 
you can complete it successfully by earning a 3.2 
for each assignment. The unit breakdown of the 
course, if any, is shown later under Naval 
Reserve Retirement Credit. 



WHEN YOUR COURSE IS ADMINISTERED 
RV i nrAi 



designated to grade it. The graded answer sheet 
will not be returned to you. 

If you are completing this NRCC to become 
eligible to take the fleetwide advancement exam- 
ination, follow a schedule that will enable you 
to complete all assignments in time. Your sched- 
ule should call for the completion of at least 
one assignment per month. 

Although you complete the course success- 
fully, the Naval Education and Training Program 
Development Center will not issue you a letter 
of satisfactory completion. Your command will 
make an entry in your service record, giving yoi 
credit for your work. 



WHEN YOUR COURSE IS ADMINISTERED 
BY THE NAVAL EDUCATION 
AND TRAINING PROGRAM 
DEVELOPMENT CENTER 



After finishing an assignment, go on to the 
next. Retain each completed answer sheet until 
you finish all the assignments in a unit (or in 
the course if it is not divided into units). 
Using the envelopes provided, mail your com- 
pleted answer sheets to the Naval Education and 
Training Program Development Center where they 
will be graded and the score recorded. Make sure 
all blanks at the top of each answer sheet are 
filled in. Unless you furnish all the informa- 
tion required, it will be impossible to give you 
credit for your work. The graded answer sheets 
will not be returned. 

The Naval Education and Training Program 
Development Center will issue a letter of satis- 
factory completion to certify successful comple- 
tion of the course (or a creditable unit of the 
course). To receive a course-completion letter, 
follow the directions given on the course-com- 
pletion form in the back of this NRCC. 

You may keep the textbook and assignments 
for this course. Return them only in the event 
you disenroll from the course or otherwisp fail 



Standards define the minimum tasks required of 
your rating. The sources of questions in your 
advancement examination are listed in the BIBLI- 
OGRAPHY FOR ADVANCEMENT STUDY (NAVEDTRA 10052)7 
For your convenience, the Occupational Standards 
and the sources of questions for your rating are 
combined in a single pamphlet for the series of 
examinations for each year. These OCCUPATIONAL 
STANDARDS AND BIBLIOGRAPHY SHEETS (called Bib 
Sheets), are available from your ESQ. Since your 
textbook and NRCC are among the sources listed 
in the bibliography, be sure to study both as 
you take the course. The qualifications for your 
rating may have changed since your course and 
textbook were printed, so refer to the latest 
edition of the Bib Sheets. 



dards and the enlisted rating structure; the 
personnel distribution system; advantages 
and responsibilities of advancement; the 
Navy's advancement system; the SUKTOPS 
Program; principles of security; classifi- 
cation categories and special classification 
markings; physical and personnel security 
requirements; and IUSS security and emer- 
gency destruction procedures. 



NAVAL RESERVE RETIREMENT CREDIT 

Ihis course is evaluated at 2 Naval Reserve 
retirement points. These points are creditable 
to personnel eligible to receive them under 
current directives governing retirement of 
Naval Reserve personnel. 



While working on this correspondence 
course, you may refer freely to the text. 
You may seek advice and instruction from 
others on problems arising in the course, 
but the solutions submitted must be the 
result of your own work and decisions. 
You are prohibited from referring to or 
copying the solutions of others, or giving 
completed solutions to anyone else taking 



serve continuity of thought, permitting step-by-step development or ideas, borne courses use many 
types of questions, others only a few. The student can readily identify the type of each question 
(and the action required) through inspection of the samples given below. 

MULTIPLE-CHOICE QUESTIONS 

Each question contains several alternatives, one of which provides the best answer to the 
question. Select the best alternative, and blacken the appropriate box on the answer sheet. 



SAMPLE 



Indicate in this way on the answer sheet: 



s-1. The first person to be appointed Secretary 
of Defense under the National Security Act 
of 1947 was 

1. George Marshall 

2. James Forrestal 

3. Chester Nimitz 

4. William Halsey 

TRUE-FALSE QUESTIONS 

Mark each statement true or false as indicated below. If any part of the statement is false 
the statement is to be considered false. Make the decision, and blacken the appropriate box on the 
answer sheet. 
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SAMPLE 



s-2. Any naval officer is authorized to corres- 
pond officially with any systems command 
of the Department of the Navy without his 
commanding officer's endorsement. 



Indicate in this way on the answer sheet: 



1234 
s-2 6 g D D 



MATCHING QUESTIONS 

Each set of questions consists of two columns, each listing words, phrases or sentences. The 
task is to select the item in column B which is the best match for the item in column A that is 
being considered. Items in column B may be used once, more than once, or not at all. Specific 
instructions are given with each set of questions. Select the numbers identifying the answers and 
blacken the appropriate boxes on the answer sheet. 

SAMPLE 

In questions s-3 through s-6, match the name of the shipboard officer in column A by selecting 
from column B the name of the department in which the officer functions. 



Indicate in this way on the answer sheet: 



s-3. Damage Control Assistant 1. Operations Department 
s-4. CIC Officer 2. Engineering Department 

s-5. Disbursing Officer 3. Supply Department 





1 


2 


3 


4 




] 


F 






s-3 


LJ 


m 


n 


n ___ 


A 


m 


\ i 


n 


n 



Textbook Assignment: NAVEDTRA 052-01-45-83 



In this course you will demonstrate that learning has taken place by correctly answering 
training items. The mere physical act of indicating a choice on an answer sheet is not in itself 
important; it is the mental achievement, in whatever form it may take, prior to the physical act 
that is important and toward which course learning objectives are directed. The selection of the 
correct choice for a course training item indicates that you have fulfilled, at least in part, 
the stated objective (s) . 

The accomplishment of certain objectives, for example, a physical act such as drafting a 
memo, cannot readily be determined by means of objective type course items; however, you can 
demonstrate by means of answers to training items that you have acquired the requisite knowledge 
to perform the physical act. The accomplishment of certain other learning objectives, for 
example, the mental acts of comparing, recognizing, evaluating, choosing, selecting, etc. , may 
be readily demonstrated in a course by indicating the correct answers to training items. 

The comprehensive objective for this course has already been given. It states the purpose 
of the course in terms of what you will be able to do as you complete the course. 

The detailed objectives in each assignment state what you should accomplish as you progress 
through the course. They may appear singly or in clusters of closely related objectives, as 
appropriate; they are followed by items which will enable you to indicate your accomplishment. 

All objectives in this course are learning objectives and items are teaching items. They 
point out important things, they assist in learning, and they should enable you to do a better 
job for the Navy. 

This self-study course is only one part of the total Navy training program; by its very 
nature it can take you only part of the way to a training goal. Practical experience, schools, 
selected reading, and the desire to accomplish are also necessary to round out a fully meaningful 
training program. 



Learning Objective: Demonstrate an 
understanding of occupational stan- 
dards and the enlisted rating struc- 
ture. 



1-1. What manual outlines the Occupational 
Standards for OT personnel? 

1. NAVEDTRA 18068D 

2. NAVEDTRA 10052 

3. NAVPERS 18068D 

4. NAVPERS 10052 

1-2. How are occupational standards for OTs 
developed? 

1. From rate training manuals 

2. From other ratings 

3. From studies of on-the-job performance 



1-3. 



1-4. 



Which of the following statements 
regarding service ratings is correct? 

1. They are identified by special 
rating badges 

2. They indicate specialties within a 
general rating 

3. They are normally assigned to person- 
nel in paygrades E-l through E-5 

4. They require a longer apprenticeship 
training program 



The OT rating is a general rating at what 
paygrade level (s)? 

E-6 and above 

E-7 and above 

E-8 and E-9 



1. 
2. 
3. 
4. 



E-9 only 



1-5. 



What NEC is assigned to personnel who have 



factors involved in personnel dis- 
tribution. 



Which of the following is considered an 
out-of-rate assignment for an OT? & 

1. Instructor at OT "A" School 

2. OT rate training manual writer 

3. Navy recruiter 1-14. 

4. Assignment to a TASS ship 

What method is used to inform NMPC of 

manpower requirements? 1-15. 

1. Personnel Disposition System 

2. Personnel Requisition System 

3. Manning Disposition System 

4. Manning Requisition System 1-16. 

When NMPC makes personnel assignments, 

which of the following considerations is 

taken into account? 1-17. 

1. Personnel wishes 

2. Priority of billets 

3. Personnel availability 

4. Each of the above 

You should submit a Duty Preference form 

how many months prior to your PRO? 1-18. 

1. 10 

2. 6 

3. 3 

4. 4 

Your detailer's phone number can be found 
in what magazine? 

1. CAMPUS 

2. FATHOM 

3. LINK 

4. ALL HANDS 

OT personnel may be assigned to which of 
the following types of duty stations? 

1. Arduous 

2. Preferred 

3. Other 1-19. 

4. Each of the above 



Learning Objective: Explain the 
advantages and responsibilities of 
advancement in rate. 



Which of the following is an advantage of 1-20. 
advancement in rate? 



1. NAVEDTRA 10056 

2. NAVEDTRA 10052 

3. NAVEDTRA 10168 

4. NAVEDTRA 18068 

Items 1-14 through 1-16 are to be judged 
True or False. 

As a petty officer, you must be able to 
explain the needs of your crewmembers to 
your leading petty officer. 

You are responsible for keeping up with 
new developments in the Navy as well as 
in your rating. 

It is more important to commmunicate the 
Navy way than it is to use precise 
technical terms in your job assignments. 

Which of the following is a goal of the 
Navy's "people programs"? 

1. To humanize Navy efforts 

2. To increase morale 

3. To increase retention 

4. Each of the above 

When you are planning job assignments, 
what should you consider? 

1. Whether the ability of the individual 
will be challenged 

2. Whether the assignment will be easy 
enough for the individual 

3. Whether the individual will be able 
to train others 

4. Whether the individual will like the 
assignment 



Learning Objective: Demonstrate an 
understanding of the Navy's advance- 
ment system. 



The basis for ranking candidates from the 
individual with the highest score to the 
person with the lowest score in advance- 
ment exams is referred to by what name? 

1. Final multiple score 

2. Examination standard score 

3. Performance mark average 

4. Performance test score 

Who issues authorizations for advance- 
ment of chief petty officers? 



18068 and the Bibliography for 
Advancement Examination Study, NAVEDTRA 
10052 are important sources of informa- 
tion for use in preparation for advance- 
ment. 

Occupational Standards are the maximum 
occupational requirements for a specific 
paygrade. 

All training courses listed in the 
Bibliography for Advancement Examination 
Study must be "completed in order to 
compete for advancement. 

The Bibliography for Advancement 
Examination Study is revised annually. 

Which of the following study habits will 
help you to prepare for advancement 
examinations? 

1. Ensure proper lighting and ven- 
tilation 

2. Ensure you have the necessary equip- 
ment 

3. Survey the material you will study 

4. Each of the above 

The largest value in a final multiple 
score for advancement can be attained by 
which of the following factors? 

1. Service in paygrade 

2. Performance factor 

3. Exam standard score 

4. Length of service 



Learning Objective: Identify some 
aspects of the SURTOPS Program. 



The Integrated Undersea Surveillance 
System consists of which of the following 
systems? 

1. SOSUS 

2. SURTASS 

3. RDSS 

4. Each of the above 

What volume of the SURTOPS manual deals 
with the training of personnel? 

1. I 

2. II 

3. Ill 

4. IV 



2. II 

3. Ill 

4. IV 

1-30. OT watch team members who encounter 

problems in completing areas of their OQS 
are provided what type of training? 

1. Formal classroom training 

2. Reactionary training 

3. On-the-job training 

4. General military training 



Learning Objective: Display know- 
ledge of security terminology. 



1-31. Which of the following Navy publications 
'is used to supplement the Department of 
Defense Security Information Program? 

1. OPNAVINST 5515.1 

2. OPNAVINST 5510.1 

3. NAVSECGRUINST 5515.1 

4. NAVSECGRUINST 5510.1 



In items 1-32 to 1-34, select from column B the 
term that is defined in Column A. 



1-32. 



1-33. 



1-34. 



A. Definitions 

The necessity for 
possession of classi- 
fied information to 
carry out official 
military duties. 

The ability and 
opportunity to obtain 
possession of classified 
information. 



B. Terms 

1. Eligibility 

2. Clearance 

3. Need to know 

4. Access 



1-35. 



A determination that an 
individual is eligible to 
obtain classified infor- 
mation of a specific cate- 
gory. 



The individual who is responsible for 
safeguarding and accounting for 
classified information is known as the 

1. classifier 

2. custodian 

3. holder 



whether a person's duties require access 

to classified information and is 

authorized to receive it? 1-45. 

1. The originator of the information 

2. The recipient of the information 

3. The possessor of the information 



Learning Objective: Identify 

security classification categories 

and special classification markings. 1-46. 



1-38. Which, if any, of the following is a 

valid reason for classifying information? 

1. If its disclosure reveals 
inefficiency 

2. If its disclosure reveals a violation 
of a law 

3. If its disclosure reveals personal 
embarrassment 

4. None of the above 

H The following alternatives are for items 

1-39 through 1-43. 1-47. 

1. Secret 

2. Top Secret 

3. Confidential 

4. Restricted Data 

1-39. Is assigned to information the 

unauthorized disclosure of which could 

result in exceptionally grave damage to 

the United States. 1-48. 

1-40. Is assigned to information of a nature 
such that its unauthorized disclosure 
could seriously damage national security. 

1-41. Is assigned to information that reveals 

the strength of our naval forces. 1-49. 

1-42. Is given to information which, if 
disclosed, could lead to a break in 
diplomatic relations affecting the 
defense of the United States. 

1-43. Is assigned to documents and manuals 

which contain technical information used 
for training. 



put of an aircraft factory 

In a message, a classified document whose 
contents must not be disclosed to foreign 
nationals should include what notation? 

1. RESTRICTED DATA 

2. FOR OFFICIAL USE ONLY 

3. LIMDIS 

4. NOFORN 

The date on which declassification occurs 
is usually NO more than how many years 
from the date of original classification? 

1. 20 

2. 10 

3. 6 

4. 4 



Learning Objective: Determine 
specific actions taken to safe- 
guard classified information. 



If the title of a document is classified, 
where should the classification be 
placed? 

1. Immediately preceding and to the left 
of the title 

2. Immediately following and to the 
right of the title 

3. Above the title 

4. Below the title 

The classified material control record 
for Top Secret material is what color? 

1. White 

2. Green 

3. Yellow 

4. Pink 

Top Secret disclosure records must be 
retained for what minimum period of time 
after removal from the material? 

1. 1 year 

2. 2 years 

3. 3 years 

4. 4 years 



1. TOUT peniidNcii L 

2. The command having custody of the 
material involved 

3. The most readily available command 

4. The local law enforcement agency 

1-52. If a command requires professional 
assistance in the investigation of 
compromised material, the commanding 
officer should request assistance from 
which of the following organizations? 

1. Chief of Naval Operations 

2. Federal Bureau of Investigation 

3. Secretary of the Navy 

4. Naval Investigative Service Office 

1-53. A Security Discrepancy Notice is sent to 
report what type of security violation? 

1. Viewing of classified material by an 
unauthorized individual 

2. Discovery of the loss of classified 
material 

3. A possible compromise of classified 
material 

4. Improper handling of classified 
material which did not result in 
compromise 

1-54. During security rounds after working 

hours, you discover an unlocked container 
which contains classified material. 
Which of the following actions should you 
take? 

1. Guard the container and report the 
violation to the senior duty officer 

2. Guard the container and report the 
violation to the person responsible 
for the container 

3. Lock the container and report the 
violation to the person responsible 
for the container 

4. Lock the container and report the 
violation to the senior duty officer 



Learning Objective: Identify some 
physical security requirements. 



or your security spdueb, yuu nave a 
of 55 points. Which of the following 
types of classified information are you 
authorized to store in your space? 

1. Large quantities of Secret equipment 

2. Moderate quantities of Top Secret 
documents or equipment 

3. Large quantities of Secret documents, 
limited scope 

4. Large quantities of Top Secret docu- 
ments, limited scope 

1-57. On safes that contain classified 

material, the combination must be changec 
a minimum of how often? 

1. Semi annually 

2. Annually 

3. Quarterly 

4. Monthly 

1-58. When a security container with a com- 
bination lock is secured, the coinbinatior 
lock must be rotated a minimum of how 
many complete turns in the same 
direction? 

1. Five 

2. Six 

3. Three 

4. Four 

1-59. A typewriter ribbon used to type 

classified information must receive a 
minimum of how many consecutive impres- 
sions before it can remain in the type- 
writer after working hours? 

1. Five 

2. Two 

3. Three 

4. Four 



Learning Objective: Display 
knowledge of personnel security 
requirements. 



1-60. An interim clearance is normally valid 
for what maximum amount of time? 

1. 1 year 

2. 9 months 

3. 3 months 

4. 6 months 



1-62. 



1-63. 




1-64. 

1-65. 
1-66. 
1-67. 



1-68. 



Z. NAUi 

3. ENTNAC 

4. BI 

Which of the following security clearance 
levels requires a Background Investigation? 

1. Top Secret 

2. Secret 

3. Confidential 

4. Each of the above 

What is the LEAST secure method of 
transmitting classified material? 

1. Messenger 

2. Radio 

3. Registered mail 

4. Ordinary mail 

Items 1-64 through 1-67 are to be judged 
True or False. 

ARCOS is used to transport classified 
material when speed is the primary con- 
sideration. 

Secret material should normally be 
transmitted by Registered Mail. 

When Confidential material is mailed, a 
record of receipt is not required. 

Wire circuits are more susceptible to 
interception than radio. 



Learning Objective: Recognize some 
aspects of IUSS security and emer- 
gency destruction procedures. 



Personnel reporting for duty in IUSS 
operations must possess what minimum 
security clearance? 

1. Confidential 

2. Secret 

3. Top Secret 



. uper du lurib uii ii,ei 

3. Watch Coordinator 

4. Watch Officer 

1-71. Which of the following statements 

regarding the routine destruction of a 
Logargram is correct? 

1. Two witnesses are required 

2. A record of destruction is not 
required 

3. It should be destroyed by chemical 
decomposition 

4. It should be placed in a burn bag 
without being unrolled 

1-72. How many witnesses are required when Top 
Secret material is destroyed? 

1. One 

2. Two 

3. Three 

4. Four 

1-73. Certificates of destruction of classifie 
material must be retained for what mini- 
mum period of time? 

1. 1 year 

2. 2 years 

3. 3 years 

4. 4 years 

1-74. During emergency destruction, which of 
the following types of material must be 
destroyed first? 

1. Unclassified Op-Orders 

2. Secret plans and documents 

3. Confidential NATO information 

4. Cryptographic key lists 

1-75. During an emergency, what method is pre- 
ferred for destroying combustable 
material? 

1. Pulverizing 

2. Shredding 

3. Pulping 

4. Burning 



1-69. Communications on-line equipment at a 
naval facility is normally kept in what 
type of security area? 

1. Controlled 

2. Limited 

3. Exclusion 
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